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Notice

Information contained in this document is believed to be accurate and reliable at the time
of printing. However, due to ongoing product improvements and revisions, AudioCodes
cannot guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document can be downloaded
from https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: May-09-2024

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the Documentation
Feedback form on our website at https://online.audiocodes.com/documentation-feedback.

Stay in the Loop with AudioCodes
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1 Introduction

AudioCodes Meeting Insights is an Al-powered enterprise solution that enables users to record
any meeting-generated content (audio and video), and automatically creates meeting minutes
for Microsoft Teams meetings.

Meeting Insights records, transcribes, and organizes all aspects of online meetings. It provides a
centralized company platform for all meetings, webinars and conference calls, making them
easily shareable across the organization. It shifts the focus from individual access to meeting
content, to a company-wide approach, aiding informed decision-making.

During the meeting, Meeting Insights' in-meeting voice assistant 'MIA' logs all notes, action
items, decisions, and a summary, while allowing you to highlight specific areas in the meeting
with one click so that you can easily locate them after the meeting. Meeting Insights provides
regular recording options, enabling you to pause and resume recording anytime during the
meeting.

Once the meeting recording has ended, you can use Meeting Insights' feature-rich and flexible
web-based management tool to manage and edit the meeting recording. This includes
publishing and sharing the meeting recording so that all participants and optionally, all or
specific contacts in your organization, can also view it even if they weren't present (or invited),
and editing the slide presentation (add, replace, or delete slides).

For more information about Meeting Insights, see AudioCodes' website.

Intended Audience

This guide is intended for the admin of the enterprise | organization.


https://www.audiocodes.com/solutions-products/voiceai/meetings-and-recording/meeting-insights
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2 Pre-Deployment Requirements

Before deploying Meeting Insights, customers must provide:

B Customer’s domain name

B Emails of customer contact point for the deployment status

B UPNs of default administrator for the initial access to the application
[ |

Preferable region for recording storing (when a region is unavailable in Azure Cloud, a
default region will be selected)
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3 Signing in

Meeting Insights enables you to sign in as admin. Admin can perform management tasks which
regular users cannot. Up to five admins are allowed.

& e Default admin is added when the customer application is created.
e Default admin receives an email when the app is ready for sign-in.
e Admin has full access permissions.
v Admin has full access to system configuration and meetings.

v Admin can act on behalf of the meeting owner and within the scope of the
meeting owner's permissions, for example, admin can share a meeting
externally if the meeting owner has permission to share externally.

> To sign in as admin:

1. Access the app at URL xxx.yyy.com provided by AudioCodes in the email (as shown in the
Live Cloud Meeting Insights for Service Providers Administrator's Guide) and paste it into
your browser’s address field.

imeetinginsights

Welcome to
Meeting Insights

Don't have a Microsoft 365 account? Click Here

2. Click Login with Microsoft 365 and then sign in with the default admin's UPN.
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M365 Tenant ID Meeting Insights Tenant ID
b6a729c2-6de3-489d-ale0-4132367ea85 61cif081-d758-442d-053a-4608c083¢8d2
CONSENT NAME AcTIoN COMPLETED DESCRIPTION
Provide the application permissions lo authenticate users with your M365 credentials,
application reroutes users to M365 for authentication (Azure Active Directory authentication
M365 Login Grant Admin Consent > ° - Microsoft OpeniD Connect). M365 Administrator permissions are required to grant the
consent.

Provide the application with permissions (o read AAD groups and users Lo enable the groups’
Read Azure Active Directory Groups and Users Grant Admin Consent > © users for recording and access to the M365 i
required to grant the consent.

Provide the application with permissions to join your Tenant's Teams meetings to record the

Allow Meeting Insights to Join Meeti Grant Admin Consent
wiiieeting Inssghtsto Joln Meetings rant Admin Consent > -] calls' info and media. M365 Administrator permissions are required o grant the consent.

Add the application to users' Teams Clients for access and adding it into ongeing meetings.
o Glick on the ‘Publish’ button to publish the app in your Teams store using M365 Administrator

Publish Meeting Insights Teams Client App in your Teams Store Publish
e ey > permissions. In the store, you can set policies for installing and automatically pinning the
application for specific groups or users
Provide the Meeting Insights Teams Client Application with permissions to be pulled into
ongoing meetings through Online Meeting Global Application access. You must also publish
the Meeting Insights Teams App in your Teams Store (click ‘Publish’ below as the next
Allow Meeting Insights to Be Added 1o Ongoing Meetings Download Seript & o 9 Insigl ppiny (

action). It may take up to 30 minutes for the permissions Lo take effect. The M365
Administrator must run the downloaded script from a PC that has PowerShell installed and
unrestricted execution policy

3. You've successfully signed in. Next: Connect to Microsoft 365 as shown here.
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4 Setting up Meeting Insights
Follow the three steps described here to set up Meeting Insights.

> To set up the app:

1. Configure an Azure Active Directory (AAD) group for Meeting Insights users as shown here.
2. Connect to your Microsoft 365 as shown here.

3. Assign a Meeting Insights license to your users group as shown here.

& After setting up Meeting Insights, test the setup as shown here.

Connecting to Microsoft 365

Connecting to Microsoft 365 requires admin to:
1. Grant three consents
2. Publish the Meeting Insights Teams client app in the Teams Store

3. Download and run the script that allows the app to be added to ongoing meetings

> To connect to Microsoft 365:

1. After signing in, the ‘Connect to your M365' page is displayed (Admin Settings > System
Settings).

M365 Tenant ID Meeting Insights Tenant ID
b6a720c2-5de3-489d-ale0-e4132367¢a85 61cff081-d758-442d-953a-46d8c083c8d2
CONSENT NAME ACTION COMPLETED DESCRIPTION
Provide the application permissions 1o authenticate users with your M365 credentials,
M365 Login Grant Admin Gonsent > o application reroutes users to M365 for authentication (Azure Active Directory authentication

- Microsoft OpeniD Connect). M365 Administrator permissions are required 1o grant the:
consent.

Provide the application with permissions (o read AAD groups and users Lo enable the groups’
Read Azure Active Directory Groups and Users Grant Admin Consent > © users for recording and access o the M365 ions are
required to grant the consent.

Provide the application with permissions to join your Tenant's Teams meetings to record the

Allow Meeting Insights to Join Meeti Grant Admin Consent >
o Hecting fnsighis o Jom Meetings rentAdminEonsen © calls' info and media. M365 Administralor permissions are required to grant the consent

Add the application to users Teams Clients for access and adding it into ongoing meetings.
Click on the ‘Publish’ button 1o publish the app in your Teams store using M365 Administrator
Publish Meeting Insights Teams Client App in your Teams Store Publish » o i " e app in v 9 .

permissions. In the store, you can set policies for installing and automatically pinning the

application for specific groups or users

Provide the Meeting Insights Teams Client Application with permissions to be pulled into
ongoing meelings through Online Meeting Global Application access. You must also publish
the Meeting Insights Teams App in your Teams Store (click ‘Publish’ below as the next
Allow Meeting Insights to Be Added to Ongoing Meetings Download Seript &

o aene “ . ° action). It may take up to 30 minutes for the permissions lo take effect. The M365
Administrator must run the downloaded script from a PC that has PowerShell installed and

unrestricted execution policy




CHAPTER 4 Setting up Meeting Insights NexGen Meeting Insights | Administrator's Guide

/_‘i\_\_ e Underthe 'Completed' column, the icons @ indicate consent has not been
granted yet and must be granted.

e Thefirst consent is hyper linked indicating that this consent must be granted first.

e Microsoft 365 Administrator permissions are required to grant each
consent.

2. Next to ‘M365 Login’, click Grant Admin Consent.

B Micrasoft
Pick an account

MOD Administrator
E aclmin SMIE5 BH26LL5 onmicresaficom
Signed in
MOD Administrator
2drminEMIE551 160550 onmicresobicom
Sigred

Alan Roberts

Connecied 1o Windows

Alan Roberts

¥ &

S

MOD Adminstrator
sdminEMIESoELT 246D anmicrotatcom
Signad in

+ B BB B B

Use another account

3. Click + Use another account and in the prompts, enter the admin's email address and
password.

BE Microsoft

admiri@m3b et 74258 onmacrasedi.oom

Permissions requested
Frviers Tor ylas SRl in

Meating- Insight-Staging-auth
== AudicCodes &

This app voild hike to:

e Mansain dS0eds To JAth i Pt groen i 00055 50

wr  Dagn in Bnd redd uter protle
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A e The consent provides the app with permission to authenticate users with your
M365 credentials; the app reroutes users to M365 for authentication (Azure
Active Directory authentication - Microsoft OpenlID Connect).

e M365 Administrator permissions are required to grant the consent.

4. Click Accept.

M3865 Tenant ID Meeting Insights Tenant ID
b6a729c2-5de3-4890-a1e0-e4132367a85 6fcii081-4758-442d-953a-4608c083c8d2

CONSENT NAME ACTION COMPLETED DESCRIPTION

Provide the application permissions lo authenticate users with your M365 credentials,

° application reroules users to M365 for authentication (Azure Active Directory authentication
- Microsoft OpenlD Connect). M365 Administrator permissions are required 1o grant the
cansent.

M365 Login Grant Admin Consent >

Provide the application with permissions to read AAD groups and users Lo enable the groups®
Read Azure Active Directory Groups and Users Grant Admin Consent > o users for recording and access Lo the ion. M365 are

required 1o grant the consent

° Provide the application with permissions o join your Tenant’s Teams meetings to record the

Allow Meeting Insights to Join Meetings Grant Admin Consent »
e o calls’ info and media. M365 Administrator permissions are required 16 grant the consent

Add the application to users' Teams Clients for access and adding it into ongoing meetings.
Click on the ‘Publish" button to publish the app in your Teams store using M365 Administrator
permissions. In the store, you can set policies for installing and automatically pinning the
application for specific groups or users

Publish Meeting Insights Teams Client App in your Teams Store Publish » (]

Provide the Meeting Insights Teams Client Application with permissions 1o be pulled into
ongoing meetings through Online Meeting Global Application access. You must also publish
the Meeting Insights Teams App in your Teams Store (click 'Publish’ below as the next
action). It may take up to 30 minutes for the permissions to take effect. The M365
Administrator must run the downloaded script from a PC that has PowerShell installed and
unrestricted execution policy

Allow Meeting Insights to Be Added to Ongoing Meetings Download Script &, []

5. View the icon @ under the 'Completed' column. It indicates you successfully granted
consent (consent was successfully completed from this page for 'M365 Login'). You've
successfully provided the app permission to authenticate users with your M365 credentials;
the app reroutes users to M365 for authentication (Azure Active Directory authentication -
Microsoft OpenID Connect).

& e Evenif consentis later revoked, the icon stays green.

e The next consent down now becomes hyper linked for you to grant (Read AAD
Groups and Users).

e Microsoft 365 Administrator permissions are required to grant each
consent.

6. Next to ‘Read Azure AD Groups & Users’, click Grant Admin Consent.



CHAPTER 4 Setting up Meeting Insights NexGen Meeting Insights | Administrator's Guide
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This consent provides the app with permission to read AAD groups and users, and
permission for groups' users to access the app and record.

7. Click Accept.

M365 Tenant ID Meeting Insights Tenant ID
b6a729c2-5de3-489d-ale0-e4132367ea85 BIclf081-d758-442d-953a-46d8c083c8d2
CONSENT NAME AcTION COMPLETED DESCRIPTION
Provide the application permissions to authenticate users with your M365 credentials,
M365 Login Grant Admin Consent > ° application reroutes users to M365 for authentication (Azure Active Directory authentication

- Microsoft OpenlD Connect). M365 Administrator permissions are required to grant the
consent.

Provide the application with permissions o read AAD groups and users lo enable the groups'
Read Azure Active Directory Groups and Users Grant Admin Consent > [] users for recording and access to the M365 ions are
reguired to grant the consent.

Provide the application with permissions 1o join your Tenant's Teams meetings to record the

Allow Meeting ls his to Join Meeti Grant Ad Consent >
owHeeting lnsights fo o ectings rant i Fonsen ° calls' info and media. M365 Administrator permissions are required to grant the consent.

Add the application to users’ Teams Clients for access and adding it into ongoing meetings.

Click on the "Publish” button o publish the app in your Teams store using M365 Administrator

Publish Meeting Insights Teams Client App in your Teams Store Publish > [-] " oy o
permissions. In the store, you can set policies for installing and automatically pinning the

application for specific groups or users.

Provide the Meeting Insights Teams Client Application with permissions to be pulled into
ongoing meetings through Online Meeting Global Application access. You must also publish
the Meeting Insights Teams App in your Teams Store (click ‘Publish’ below as the next
action). It may take up to 30 minutes for the permissions lo take effect. The M365
Administrator must run the downloaded script from a PC that has PowerShell installed and
unrestricted execution policy

Allow Meeting Insights to Be Added to Ongoing Meetings Download Script &, (-]

8. Next to the consent ‘Allow Meeting Insights to Join Meetings’, click Grant Admin Consent.
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9. Click Next and then Accept.

The consent provides the app with permission to join your Tenant's Teams meetings

to record calls' info and media.

M365 Tenant ID
b6a729¢2-5de3-480d-ale0-e4132367ea85

Meeting Insights Tenant ID
61cl1081-d758-442d-953a-46d8c083c8d2

CONSENT NAME ACTION

M365 Login Grant Admin Consent >

Read Azure Active Directory Groups and Users Grant Admin Consent >

Allow Meeting Insights 1o Join Meetings Grant Admin Consent >

Publish Meeting Insights Teams Client App in your Teams Store Publish 3

Allow Meeting Insights to Be Added to Ongoing Meetings Download Script &

COMPLETED DESCRIPTION
Provide the application permissions to authenticate users with your M365 credentials,
° application reroutes users to M365 for authentication (Azure Active Directory authentication
- Micrasoft OpeniD Connect). M365 Administrator permissions are required to grant the
consent.

Provide the application with permissions o read AAD groups and users to enable the groups’
o users for recording and access to the M365 i
required to grant the consent.

Provide the application with permissions to join your Tenant's Teams meetings to record the
calls’ info and media. M365 Administrator permissions are required to grant the consent.

Add the application 1o users' Teams Clients for access and adding it into ongoing meetings
Click on the ‘Publish’ button to publish the app in your Teams store using M365 Administrator

° permissions. In the store, you can set policies for installing and automatically pinning the
application for specific groups or users

Provide the Meeting Insights Teams Client Application with permissions to be pulled into
onguing meetings through Online Meeting Global Application access. You must also publish

° the Meeting Insights Teams App in your Teams Store (click 'Publish’ below as the next
action). It may take up o 30 minutes for the permissions to take effect. The M365
Administrator must run the downloaded script from a PC that has PowerShell installed and
unrestricted execution policy
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10. Click Publish next to 'Publish Meeting Insights Teams Client App in your Teams Store' to
publish the app in your Teams store using M365 Administrator permissions.

B Microsoft
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11. Consent on behalf of your organization and click Accept.

A e Alternatively, publish via the "Tools' page as shown here.

e Inthe store, you can set policies for installing and automatically pinning the app
for specific groups or users.

e The consent adds the app to users' Teams Clients for access and adding it into
ongoing meetings.

-10 -
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M365 Tenant ID Meeting Insights Tenant ID
b6a729¢2-5de3-489d-ale0-e4132367a85 61ci081-d758-442d-953a-46d8c083¢8d2
~~~~~ NT N T
Provide the application permissions o authenticate users with your M365 credentials,
application reroutes users 1o M385 for authentication (Azure Active Directory authentication
M365 L Grant Admin C L >
ogihn rant Admin bonsen ° - Microsoft OpeniD Connect). M365 Administralor permissions are required o grant the
consent

Provide the application with permissions to read AAD groups and users lo enable the groups’
Read Azure Active Directory Groups and Users Grant Admin Consent > (] users for recording and access 1o the application. M365 Administrator permissions are
required 1o grant the consent

Provide the application with permissions to join your Tenant’s Teams meelings Lo record the
Allow Meeting Insights to Join Meetings Grant Admin Consent 3 o . PP perms poiny 4
calls' info and media. M365 Administrator permissions are required to grant the consent

‘Add the application to users' Teams Clients for access and adding it into ongoing meetings.
Click on the "Publish” button to publish the app in your Teams store using M365 Administrator
Publish Meeting Insights Teams Client App in your Teams Store Publish » [ P ppiny q
permissions. In the store, you can set policies for installing and automatically pinning the

application for specific groups or users

Provide the Meeting Insights Teams Client Application with permissions to be pulled inta
ongoing meetings through Online Meeting Global Application access. You must also publish
the Meeting Insights Teams App in your Teams Store (click ‘Publish’ below as the next
action). It may take up to 30 minutes for the permissions Lo take effect. The M365
Administrator must run the downloaded script from a PC that has PowerShell installed and
unrestricted execution policy

Allow Meeting Insights to Be Added to Ongeing Meetings Download Script &, o

Application published in your x
Teams store successfully.

& In addition to the icon @ under the '‘Completed' column indicating you successfully
granted consent (consent was successfully completed from this page for 'Publishing
Meeting Insights Teams Client App in your Teams Store'), the notification
published in your Teams store successfullyfiXe[s]e\=Ie B

12. [Recommended] Install and pin the application for Meeting Insights users as shown here.

13. Next to the consent ‘Allow Meeting Insights to be Added to Ongoing Meetings’, click
Download Script; the 'policyScript' file is downloaded to your PC.

& e PowerShell must be installed on the PC and the PC must have an
unrestricted execution policy for the Microsoft 365 admin to run the
downloaded script.

e Before running the downloaded script file, unblock it as the OS may block it. To
unblock it, right-click the file and select Properties. If you're using Windows 11,
first click Show more options to see the Properties option in the context menu.
Select the General tab and check the Unblock option located lowermost under
the 'Security’ section.

e Run the script from the PC using PowerShell, with a 'Bypass' execution policy.

e The execution policy must be as follows:

Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope LocalMachine

-11 -
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¥ > TisPC » Downloads »
2 Marne Date modified Type Size

~ Today (1)

Windows Powers... 8KB

|8 policyScript

Open

Run with PowerShell
Edit

Share with Skype
Move to OneDrive
Scan with Cortex XDR
Share

bebo

Open with...

Give access to >
WinZip >

Restore previous versions

&

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

a. Right-click the file and select Run with PowerShell.

Open File - Security Warning et

Do you want to open this file?

| Mame: C\Users\alanf\Downloads\policyScript.ps1
== Publisher:  Unknown Publisher
Type: Windows PowerShell Script

From: Ch\Users\alanf\Downloads\policyScript.ps1

[] Always ask before opening this file

I While files from the Internet can be useful, this file type can potentially
b ﬁ harm your computer. If you do not trust the source, de not open this
= software, What's the risk?

b. Click Open. PowerShell opens.

E¥ Windows PowerShell - [m] X

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the security risks described in the about_Execution_Policies help topic at

https: .microsoft.com/fwlink/?LinkID=135170. Do you want to change the execution p
[¥] Yes [A] vYes to A1l [N] No [L] No to All [5] Suspend [?] Help (default is "N

c. [Note that this screen is not always displayed after changing the execution policy the
first time]. Type in A (Yes to All) and enter.

N Administrator: C:\WINDOWS\System32\WindowsPowerShell\w1.0\powershell.exe - [m] X

arted, output file is C \WINDOWS ystemSZ'\W'i ndowsPowerShel T\v1l. 0\MSTC_AccessPolicy. txt
51:2 hin: icr cvsm'tTeams module. ..

eating Access P(:hc
(= L(:nﬁquﬂnq Access Po'lwcy As Global.
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d. TypeinY (Yes) if the prompt below is displayed (it isn't always displayed), and enter.

E¥ Administrator: CAWINDOW! it 2 dowsPowerShellyw1.0\p hell.exe - [m] X

Transcript started, output file is C:\Users\alanr\Downloads\MSTC_AccessPolicy.txt
/2023 3:07:24 PM - Searching 'MicrosoftTeams' module...
30 PM - 'MicrosoftTeams' module not found, installing module...

NuGet provider is required to continue
ellGet requires NuGet provider version '2.8.5.201' or newer to interact with NuGet-based repositories. The NuGet
er must be available in ‘C:\Program Files\PackageManagement\ProviderAssemblies' or
:\Users\alanr\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the NuGet provider by running
'Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want PowerShellGet to install and
import the NuGet p der now?
[v] ves [N] No [S] Suspend [?] Help (default is "v"):

e. Press Enter to continue...

EN Administrator: CAWINDOWS\System32\WindowsPowerShell\w1.0\powershell.exe - a X

Shell\vl.0\MSTC_AccessPolicy. txt
'MicrosoftTeams' module. ..
ait

AM - Creating Access Policy...
AM - Configuring Access Policy As Global.
olicy obal Been

essage ai
"ExtendedInfo":

“stepName": "Access Policy Creation",
"stepMessage": "\"MI-NG-AccessPolicy\" not found"

1

Press Enter to continue...:

You've successfully provided the Meeting Insights Teams client app with permissions to
be pulled into ongoing meetings through Online Meeting Global Application access. It
may take up to 30 minutes for the permissions to take effect. The M365 admin must
run the downloaded script from a PC that has PowerShell installed and unrestricted
execution policy.

Provide the application permissions to authenticate users with your M365 credentials,

application refoute:
- Microsoft OpenlD

M365 Login Grant Admin Consent 5 ° 0 M365 for authentiation (Azure Active Directory authentication

nect). M365 Administrator permissions are required to grant the
consent.

Provide the application w s 10 read AAD groups and users o enable the groups’
Read Azure Active Directory Groups and Users Grant Admin Consent > [] users for recording and a plication. M365 Administrator permissions are
requited to grant the con

Provide the application with permissions o join your Tenant's Teams meetings to record the
calls' info and media. M365 Administrator permissions are required to grant the consent.

Allow Meeting Insights to Join Meetings Grant Admin Consent > [

Add the application to users' Teams Clients for aceess and adding it into ongoing meetings
s E using M365 Administrator
ies for installing and automatically pinning the

Publish Meeting Insights Teams Client App in your Teams Store Publish 3 []

application for specific groups or users

Provide the Meetiny ghts Teams Client Application with pern
ongoing meetings through Online Meeting Global Applicatior
the Meeting Insights Teams App in your Teams Store (click 'Publish below as the next
action). It may take up 1o 30 minutes for the permissions o take effect. The M365
Administrator must run the downloaded script from a PC that has PowerShell installed and

sions Lo be pulled into
‘You must also publish

Allow Meeting Insights to Be Added to Ongoing Meetings Download Script &, []

You've successfully connected to Microsoft 365.

Next: Assign licenses to Meeting Insights users as shown here.

Assigning a Meeting Insights License to Users

The License Management page enables the enterprise admin to assign a Meeting Insights
license to a group of users.
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Prerequisite
Before assigning a license, define a group of users in Azure Active Directory (AAD)
for those users who'll be using Meeting Insights.

> To define a group of users in AAD:

1. Signin from here to Microsoft Azure portal with your admin credentials.

2. Locate the Groups | All Groups page and click New group.

/O — e SemiceSI e —

Home > Groups | All groups >

New Group

P? Got feedback?

Group type * @

| Security ~ |

Group name * (O

| Enter the name of the group |

Group description ©

| Enter a description for the group |

Microsoft Entra roles can be assigned to the group ©
Y .
Membership type * @

| Assigned N

Oowners

No owners selected

Members

No members selected

3. [Strongly recommended] Define the group name as Meeting Insights Users.

4. Select members (i.e., users or groups) to assign to the group.
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S

Home > Groups | All groups > Mesting Insights Users

2 Meeting Insights Users | Members
Growp

+ Addmembers X remove ) Refresh | ) Bulk operations

O overview

Direct members

X Disgnose and sohe problems Allmembers

1l properties Name T Type
2 Members No members have been found
& Owners

&, Roles and administrators.
& Admiistative units
# Group memberships
8 Applicstions
& censes

Azure role assignments
Activity
2 privileged Identity Management
4= Access eviews
& Auitiogs
2 Bulk operaton resuls
Troubleshooting + Support

2 Newsupportrequest

Add members
=z ¢ @ Trychanging or adding flters if you don' see what you're looking for. Selected (5)
Resat
Search ©
B & Adele Vance ®
Al Users  Groups Devicss  Enterprise applicstions @ Aexwiber =
- AR AeWEM365H51160550 OnMicrosaftcom
Name Type Details Allan Deyoung "
AanDEV65:311603500nMicrosoft com
(] EEE o advanced ThreatProtection  Enterprisesp..  7b7531ad-5926-412d-8a10-364953d33e17
Eo Brian Johnson (TAILSPIN) o
Bran) @M365¢51160550.0nMicrosofecom
[] EER  cure Multifactor Auth Connect..  Enterprisesp..  155303-261a-4729-b357-ded261e17918
-y Cameron White of
CameronW@MIB5(ST160550.0nMicrosof.. )
O Azure Fortal Enterprisesp..  cé4b4083-3bb0-45c1-b47d-974eS3cbdsc
O AzureSupportCenter Enterpriseap..  37182072-3cc-4foa-24b3-b3fo1cactice
O gianca pisani User BiancaP@M3E5KS1160550.OnMicrosoft.com
O sing Erterprisesp..  SesTad7Sfdbs-4fss-abe3 26701968347
O Box Enterpriseap..  12318450-6ab3-47bf-be2 622382869652

Srian lohnson (TALSPIN) User Brian) @M365451160550 OnMicrosoft.com
Cameron White User CameronW@M365:51160550 OnMicrosoft.co
O Christe Cline user ChristieC@M365¢51160550.OnMicrosoftcom

3

5.

rosoft Azure

Home > Contoso | Groups » Groups | All groups >

w Meeting Insights Users =

Group
& ]i] Delete

© overview
¥ Diagnose and solve problems
Manage

Properties
& Members Membership type
& Owners -
&, Roles and administrators

Type
A& Administrative units
. Object1d

@& Group memberships d

Applications Created at
% Licenses

Azure role assignments

Activity @ 5 Total

& Privileged |dentity Management
I= Access reviews

&0

E Auditlogs

Direct members

Group memberships

View the group details in Microsoft Azure portal.

R Search resources, services, and docs (G+/)

}!-{j Got feedback?

Meeting Insights Users

Mesting Insights Users

| Assigned iy |
| Cloud ] |
| Security ] |

| €7292023-1a12-4fed-adec-8def881d70e0

| 11/20/2023, 6:43:14 PM

& 5 User(s)

m 0 Group(s)

Owners

20

’—_Aj 0 Device(s)

@ 0 otheris)

Total members

> To assign a license to the group:

1.

In Meeting Insights, click the License Management menu.
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Admin Settings

License Management © 2

System Settings
Total User Licenses: 50 Assigned User Licenses: @ 0 Available User Licenses: 50
Connect 1o your M36

Tools

Storage

er Profie (System) M
Tags
Devices

ASSIGNED GROUPS USER PROFILE USERS IN GROUP

User Settings

T No rows

Monitoring

Integrations.

2. Inthe 'Search for a group in AAD' field, enter the first letters of the name of the group you
defined in the previous procedure; the field is auto-populated, i.e., Meeting Insights Users
(5). Wait a few seconds for AAD to populate the field.

License Management (& a

Total User Licenses: 50  Assigned User Licenses: () 0 Available User Licenses: 50

Meeting Insights Users (5) | = Default User Profile (System) - Add Group

ASSIGNED GROUPS USER PROFILE USERS IN GROUP

3. Leave the 'User Profile' field at its default, i.e., Default User Profile (System), permitting
users to access Meeting Insights and to record meetings. [See more information about User
Profiles here].

4. Click Add Group; a Meeting Insights license is assigned to the group; the users in the group
can go ahead and use the app.

License Management (O

Total User Licenses: 50 Assigned User Licenses: @ 5 Available User Licenses: 45

U=zer Profile
Search for a goup in ADD Default User Profile (System) -
ASSIGNED GROUPS USER PROFILE USERS IN GROUP
Meeling Insights Users Default User Profile (System) - 5
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5. View the license assignment displayed uppermost in the License Management page. In the
example shown in the preceding figure:

e Total User Licenses: 50
e Assigned User Licenses: 5
e Available User Licenses: 45

6. [Optionally] View this information as well as usage on the Dashboard (Licenses
Consumption) page.

OCoudiocodes  imeetinginsights Tynewwm & 7 GoodAftemoon @ -
PRRPSIVI  Amin Settings
Licenses Consumption

A Almeetings S Total User Licenses: 50 @) Assigned User Licenses: 5 Available User Licenses: 45

Total Licensed Users
By weetings o s 50
< shared With Vel Recorded Mestings
& eents 0

Recorded Meetings

Last 7 days
* Favortes
=
.
O Total Recorded
Meetings
P [ oot Nov ! Doc
<

Average Meeting
Q@ settings
Y frmm

In the example shown in the preceding figure, a license to a group of five Meeting
Insights users was assigned, 0 meetings were recorded in the last 7 days and 0
meetings were held in total.

Synchronizing Meeting Insights Users with AAD

After configuring in Azure Active Directory a group of users that will have access to Meeting
Insights and after assigning a license to the group, synchronize Meeting Insights users with AAD
using the License Management page.

License Management & atic synchronization from AAD is OFF @

Total User Licenses: 50  Assigned User Licenses: () 0 Available User Licenses: 50  Exceeding User Licenses: 0

Default User Profile (System) M

ASSIGNED GROUPS USER PROFILE USERS IN GROUP

No rows

Exceeding User Licenses’ and the toggle shown in figure are displayed when the
customer is allowed to exceed the purchased number of users.
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Two modes of syncing Meeting Insights users with AAD are available:

Automatic. When Meeting Insights has been allowed to exceed user numbers, the License
Management page displays a toggle at the top of the page Automatic Synchronization
from AAD that allows the admin to enable the app to automatically synchronize with users
from AAD in the background. Note that a change in Azure AD can take up to five minutes to
propagate into Meeting Insights but in some (rare) scenarios it can take up to 10 minutes
due to internal processing of the Meeting Insights service.

Manual. Admin can manually synchronizes users from AAD when Automatic
Synchronization from AAD is OFF by clicking the Sync and Apply button in the License
Management page. Changes in AAD will not be reflected in Meeting Insights until admin
clicks the Sync and Apply button.

See Automatic Synchronization from AAD is ON

See Automatic Synchronization from AAD is OFF

Switching Auto Synch ON | OFF

The License Management page displays the 'Automatic synchronization from AAD'
toggle only if the customer is allowed to exceed the purchased number of users. See
here for more information.

> To switch on 'Automatic synchronization from AAD':

1.

4,

Create a group in AAD and then in the License Management page, locate it, assign it a User
Profile from the drop-down, and then click Add Group; the group is added to the page.

Click the 'Automatic synchronization from AAD is OFF' toggle; you're prompted 'Are you
sure you want to enable Automatic Synchronization from AAD?'

Click YES I'M SURE; 'Automatic synchronization from AAD' is switched ON.

The system immediately synchronizes users from mapped groups and continues
synchronization in the background.

Click the x in the upper right corner to close notifications.

Automatic Synchronization from AAD is ON

The License Management page displays the 'Automatic synchronization from AAD'
toggle only if the tenant is allowed to exceed the purchased number of users. See
here for more details.

When 'Automatic synchronization from AAD' is displayed in the License Management page and
is switched ON:
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1. Locate a group that you created in AAD, assign the group a User Profile from the drop-
down, and then click Add Group; the group is added to the page and the Apply button is
activated.

& e Only Apply is displayed because synchronization with AAD is automatically
performed in the background.

e Sync and Apply is displayed when the toggle is not displayed and is OFF as
described here.

2. Click the Apply button; you're notified how many new users are assigned with the license
and how many users exceed the number of available licenses; you're also reminded that if a
change is made in an AAD group mapped to the application, you need to click the Sync and
Apply button for the change to take effect in Meeting Insights.

3. Click the x in the upper right corner to close each notification.

Automatic Synchronization from AAD is OFF

& e Anew tenant that is allowed to exceed licenses is deployed with 'Automatic
Synchronization from AAD' switched to ON.

e The'License Management' page displays the toggle and 'Exceeding User
Licenses’ only if the customer is allowed to exceed the purchased number of
users. See related information here.

When the 'Automatic synchronization from AAD' toggle is not displayed in the License
Management page -OR- when it's displayed but is switched OFF:

1. Locate a group you created in AAD, assign it a User Profile and then click Add Group; the
group is added to the page and the Sync and Apply button is activated.

& e Sync and Apply is displayed when the toggle is not displayed or when it is
displayed but is OFF; synchronization with AAD is performed manually.

e Apply is displayed when the toggle is displayed and is ON; synchronization with
AAD is automatically performed in the background.

2. Click the Sync and Apply button; you're notified how many new users have been assigned
the license | by how many users the number of available licenses has been exceeded. You
may also be notified that if you make a change in an AAD group mapped to Meeting
Insights, you need to click Sync and Apply for the change to take effect in the app.

Each time Sync and Apply is used, Meeting Insights also syncs all mapped groups
from Azure AD.

3. Click the x in the upper right corner to close notifications.
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Managing Users Assigned to Multiple AAD Groups

In multifaceted corporations users are frequently assigned to multiple AAD user groups. It's
recommended to create AAD groups explicitly for Meeting Insights, for setting permissions in
Meeting Insights, and to add users or user groups to these Meeting Insights groups if necessary,
for example:

B 'Meeting Insights Users'
B 'Meeting Insights Users with External Share'

Corporations can typically have more than 1000 user groups, so by way of example, you can
create the following user groups:

B 'Meeting Insights Users' - all users/groups that should have access/license to Meeting
Insights

B 'Meeting Insights Users with External Share' - all users/groups that should have permissions
to share meetings externally

B 'Meeting Insights Users with Auto Al' - all users/groups that should have Auto Al enabled

> To manage user(s) assigned to multiple AAD groups:

1. Locate a group that you created in AAD, assign the group a User Profile from the drop-
down, and then click Add Group.

2. View a notification if user(s) are assigned to multiple AAD groups.

A Recommended
e Read the notification.

e Ifusers are assigned to multiple AAD groups, each associated with different User
Profiles having varying storage or retention settings, the longest retention policy
will be applied, and storage locations may be assigned arbitrarily.

e Make sure every user belongs to a single AAD group mapped to Meeting
Insights.

3. Click the link See full list of users >
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Full list of users X
NAME AAD GROUPS SER PROFILES
E sub_group 1, basic_group, g
ST-Teams100 .oy group retention 80, Default User Profile (System)
team-1
sub_group 1,

Default User Profile (System), retention 90
basic_group

sub_group 1,

. Default User Profile (System), retention 90
basic_group

sub_group_2, sub_group_1, retention 90, test-retention 180, Default User Profile
Z_ST-Teams261

basic_group (System)
2 ST-Taams1000 sub_group_2, sub_group_1, re\:emio:' 90, test-retention 180, Default User Profile

basic_group (System)

sub_group_2, basic_group, Default User Profile (System), retention 90, test-retention
MI-Teams01

sub_group_1 180

i sub_group 2, basic _group, Default User Profile (Sysiem), retention 90, test-retention

MI-Teams03

sub_group_1 180

sub_group 2, basic_group, Default User Profile (System), retention 90, test-retention
Z ST-Teams1198 B

sub_group_1 180

sub_group_2, basic_group, Default User Profile (System), retention 20, test-retention
disable_user2

sub_group_1 180
auto-short-name-100010 basic_group, sub_group_1 Default User Profile (System), retention 80

And 4 more users

4. View the users in the groups, which groups apply, and the assigned User Profiles.

& Recommended
[ ]

Read notifications if displayed.

e Make sure every user belongs to a single AAD group mapped to Meeting
Insights.

e Meeting Insights doesn't prevent the option of a user being in multiple groups but
when the 'Meeting Recordings Retention Period' field (see the figure below) is
different between one and another, the period that is longer is applied by default.

e Forexample: If a userin a group has a 'Meeting Recordings Retention Period' of
one year but the same user has a period of two years in another group (two
different User Profiles assigned to each group), Meeting Insights gives the user a
two-year Retention Period.

-21-



CHAPTER 4 Setting up Meeting Insights

Default User Profile |System) This profile is a default profile that includes user access |
Permissions Recordi
- . Enable
Selact permissions thal users associated with the Enable recording options

prodike will have

Access Usar Meetings (L) Meeting Types
| Lser Meetings
+| Import Meeting Recordings

Select Stotage

Europe GRS A
Can Edit Other Usars Meatings

Meeting Recordings Retention Period
1 Yoo W

Allow Users 1o Extend Recordings

Ratention

Using Notifications to Manage Licenses

Admin can use notifications displayed in the License Management page to manage licenses
more efficiently.

> To use notifications to manage licenses:

1. Click the bell icon ‘. located in the top right corner of the page.

& e Notifications generated during the last admin login are displayed under the bell.
e To view all notifications, click the System Activity Logs option under the
'Monitoring' menu.

CCoudiocodes  meetinginsights Recent Activities x

Admin Settings

88 Dashboard o o
i License Management © N @

System Settings

A Al mestings Total User Licenses: 100 Assigned User Licenses: (D 152 Available User Licenses: 0 Exceeding User Licenses:

B e User Settings

User Profiles Default User Profile (System)

‘ LMgroup Default User Profil (System) - | mo
Default User Profil (System) -l o
yehuditTest test-retention 180 vl
team-1 Default User Profil (System) |2

Mornitoring

NexGen Meeting Insights | Administrator's Guide
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In the preceding figure, the first notification shown under Recent Activities indicates
that the same user is found in two user groups with two different user profiles | two
different Retention Policies, as described here.

2. Scroll down in the (Recent Activities) pane until you view the See All System Activity Logs

link, and then click the link.

System Activity Log
Total logs: 124

DATE AND TIME

Select - Select
Dec 26,2023 8:45 AM Warning License

Dec 26, 2023 8:43 AM Warning License

Dec 25, 2023 B:22 AM Warning License

Dec 24,2023 11:43PM Alarm Clear AAD Connection
Dec 24, 2023 11:10 PM Alarm Clear AAD Connection
Dec 24, 2023 10:20 PM Alarm Clear AAD Connection
Dec 24, 2023 12:28 PM Warning Configuration
Dec 24,2023 12:24 PM Warning Configuration
Dec 24,2023 12:22PM Warning Configuration
Dec 24, 2023 12:20 PM Warning Configuration
Dec 24,2023 12:16 PM Warning Configuration

3G DESCRIPTION

1 new users were assigned with the license. Overall 52 users exceed the number of available licenses.

1 new users were assigned with the license. Overall 51 users exceed the number of available licenses

1 new users were assigned with the license. Overall 50 users exceed the number of available licenses

Connection to Azure AAD was restored.

Connection to Azure AAD was restored

Connection to Azure AAD was restored

Failed to update teams application

Failed to update teams application

Failed to update teams application

Failed to update teams application

Failed to update teams application
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A\ e

The System Activity Log page enables admins to view all system activities such
as when the license count changes. For more information about the System
Activity Log page, see here.

When 'Automatic synchronization from AAD' is ON, notifications not displayed in
the License Management page are displayed in the System Activity Log. The
system updates itself from AAD without user actions, i.e., the updates occur
automatically in the background, without the user logging in.

If admin adds a user to a mapped group on the AAD and 'Automatic
Synchronization from AAD' is ON, the user is automatically added to the Meeting
Insights group. In the License Management page, no notification is displayed.
The System Activity Log displays the notification 1 new users were assigned
with the license.

When 'Automatic Synchronization from AAD' is OFF, notifications (about a Sync
and Apply action, for example) are displayed in the License Management page.
The icon /. and the notification in the figure below indicate that a mapped AAD
group is not in sync with Meeting Insights. The activated Sync and Apply button
also indicates there's a need to synchronize.

License Management © 'y

Total User Licenses: 17 Assigned User Licenses: (D 17 Available User Licenses:

Default User Profile (System)

Default User Profile (System) | e

ub_of_sub_group Default User Profile (System) A L}

egal Team Default User Profile (System)

Sync And Apply

M View in the License Management page the following notification that is displayed when

adding a
licenses:

user group, if the number of users in the group exceeds the number of available
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License Management (O "
Total User Licenses: 17 Assigned User Licenses: D 17  Available User Licenses: 0
User Prate
Search for a group in AAD .| Default User Profile (System) - Add Group
ASSIGNED GROUPS USER PROFILE USERS IN GROUP
test ‘ Default User Profile (System) - .A 1
sub_of_sub_group ‘ Default User Profile (System) M 1A |
Legal Team ‘ Default User Profile (System) M 2 |
Sync And Apply
(@ The number of users in the group exceeds the number of available licenses. Please ensure that the numberof @
users in the group does not exceed the count of available licenses. To add licenses, please contact the service
provider.
Jon 10, 20241025 AM

B The figure below shows the License Management page before a user group is added whose
number of users exceeds the number of available licenses.

License Management & 'y

Total User Licenses: 17 Assigned User Licenses: (0) 17  Available User Licenses: 0

Use Prote
Default User Profile (System) - Add Group

ASSIGNED GROUPS USER PROFILE USERS IN GROUP

test_ ‘ Default User Profile (System) v 17 | |

sub_of sub_group External Restricted Share (System) -2 [ |

-

‘ Default User Profile (System) M

[SUSEI Sync And Apply

B The figure below shows the License Management page after a user group is added whose
number of users exceeds the number of available licenses.
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License Management (O Iy

Total User Licenses: 17 Assigned User Licenses: () 17 | Available User Licenses:

User Profle

| Default User Profile (System) -

ASSIGNED GROUPS USER PROFILE USERS IN GROUP

-

test_ Default User Profile (System) v 7

-

sub_of_sub_group External Restricted Share (System) - 2

/

(@ The number of users inthe ds the number of available | Please ensure that the numberof &
users in the group does not exceed the count of available licenses. To add licenses, please contact the service
provider.

Jan10,202410:30 AM

The user group will not be added and the Sync and Apply button will not be
activated.

B If this notification is received after you add a user to a user group in AAD that already exists
in Meeting Insights, the user will not be added because of an insufficient number of
licenses. Synchronization will not be allowed until the conflict is resolved. The user will not
be added until licenses are made available or new licenses are added. Meeting Insights
won't allow any operation to occur - not even (for example) editing other user groups
associated with different user profiles. The Sync and Apply button in the License
Management page will be deactivated.

Switching from Admin to User Mode, and Back
Admin can optionally switch from Admin Mode to User Mode, and then back to Admin Mode.
A o By Aadminmode |ocated in the lowermost left corer of the page indicates you
signed in as admin.
e The'Admin Settings' menu bar also indicates you signed in as admin.

e Default admin must be a user who is logged in to the system (see here for related
information).

> To switch to user view:

M Click 2’* Admin mode. the |ink is deactivated and the user view is displayed. The figure below

shows no meetings displayed following deployment.
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QCoudiocodes  imeetinginsights 2 o v

Date: All v || Owner AN v | Paicpans: Al v | @ (0) | & | ‘| 0meetings

>

Al Meetings Q se
By vestings
< shared with Me

8 e

*

Favorites

I snippet
No Results

© Action ftems Change search/filter parameters

& settings

S 2cmin Moce

> To switch back to admin mode:

B Click & admin Magde; admin view is displayed and the link is reactivated.

QCoudiocodes  1meetinginsights 7 GoodAftemoon @ v
FPRSR Acimin Settings
Licenses Consumption
oo | T 0 TotslUser Licenses: 95 @) Assigned User Licenses: 0 Avaiabe User Licenses: 95
Total Licensed Users
& cens UserSettings 0 »
[rnsT—— Al Hours Consumption
" 0 ToalHours: 3000 @ UsedHows: 0 Hours Lef: 3000
Arsetings
— Recorded Meetings
. 7 0 3000
Recorded Meetings
Help Center
Total Recorded
Meetings
Average Meeting ’ o | Apr | May | Jun | i Aw | Sep Jan
Dusation (Overal 2025 2035 2035 205 W03 03 208 200 208 203 2038 2034
@ settings
By Adminmode
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5 Testing your Meeting Insights App

After setting up Meeting Insights, best practice is to test the app with one of the users that is in
the Meeting Insights group.

> To test the app:

1. Click the Teams web app link.

BE Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Next

ﬁ% Sign-in options

2. Enter the user's Teams client username.

a8 Microsoft
Sign in

alexw@M365x18926445.onmicrosoft.com

Can't access your account?

Next

Cg Sign-in options

3. Click Next.
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4 conToso demo

€« alexw@m365x18926445.onmicrosoft.com

Enter password

TEEARANERR RN L

Forgot my password

4. Enter the user's Teams client password and click Sign in.

&
_I_

a8 Microsoft

Pick an account

Alex Wilber
AlexW@M365x18926445.0nMicrosoft.com
Signed in

Alan Roberts
alanr@audiocodes.com
Connected to Windows

MOD Administrator
admin@M365x64321460.0nmicrosoft
Signed in

Alan Roberts
alanr@ai-logix.net
Signed in

Use ancther account

5. Click the account of the user.
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e G R & https//te [ #/conv 19:65FmGyefROE_W4WeYUtlIbb8V28nRsFURNW2EVMs15U1 @t A Y B G ¢ B
i Q search ]
D
= Teams o T aF - General Posts Files Notes + o[
-0
C’/ * Your teams. & Reply In this channel

- (@ sotes on Marketing
People (16)
General ° @ vieom soven 0832 i) & |
Monthy Reprtc s@@E &
) Seeal

@ meeting insigh Q g Desion review O Join
S O Occurs every Monday 900 PM Description
o More search results Besauliesy
o Options
= Add & Reply Q Find in channel
e 2 Manage channel

[ Add c MeganSovien 1DGSZAM « £ Channel notifications
» Updat
= Design editorial sync ) Q "
B Occurs every Monday 1230 AM < e P
& Reply dded Pradeep Gupta and
@ esonsowen 083 an [
Get more apps
T — @ Pacific Coffee project kick-off Join
Tuesday, November 21,2023 930 PM
General
@ e
General -] & reply
NC460 Sales
@ - [l remote ving
General ® [ starta post
N ——

6. Inthe Teams web app, click the ... option in the left menu bar. In the 'Search for apps' field,
enter Meeting Insights.

7. Select the Meeting Insights app and click the Add button next to it; Meeting Insights is
added to the Teams client.

8. Right-click the newly added Meeting Insights icon in the left menu bar.

iva Conne.. @ About
¢ s Pin
Meeting ins.. @I Block

@ Uninstall

9. From the popup, select Pin.

L Meeting Insights gaming My meetings About cCoe
60

o Q se Date: All v | Owner All v | Partcipants: All v @B © R ¥ 0Meetings ?
&2 A i Meetings

B BB vy Meetings

% <2 Shared with Me

,@ & e

@ K Favorites

mi '\

¢

@ Sniopets No Results
Change search/filter parameters
: @ Action Items 5

@

R settings

The user has not used Meeting Insights before so no meeting recordings are displayed.
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10. Click the Calendar icon and in the Calendar, click Meet Now.

H# Join with an ID 1 Meet now -I- New meeting .

Start a meeting now X kweek w

Meeting name
25

Meeting with Alex Wilber
Thursday

Get a link to share

& e The preceding figure shows the setup for an ad hoc meeting, i.e., without

11.

12.

scheduling. Go to +Apps and select Meeting Insights; make sure that Meeting
Insights Assistant (MIA) joins and that there's a Meeting Insights tab at the top
of the screen.

e Theinstructions below describe testing a scheduled meeting, with MIA joining in.

e Atthe end of an ad hoc meeting or a scheduled meeting, go to 'List View' to play
the recording. Note that it takes time for Meeting Insights to process a meeting
but the video recording can be viewed and the audio can be played almost
immediately.

Schedule a meeting for at least five minutes before a start time to allow MIA to join. Add
MIA to the invitees' list using its email address (xx.mia@meetinginsights.com). Meeting
Insights will join two minutes before the meeting.

Click Start Meeting. You've successfully tested the new user's ability to start a meeting and
record it. Make sure the Meeting Insights app icon is displayed at the top of the meeting
window and that MIA is one of the participants.
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6 Recording Teams Live Events or Webinars

> To record Teams Live Events or Webinars:

B Make sure to add the Meeting Insights Assistant (MIA) email address to the invitation or
forward the invitation to MIA.

A MIA can’t be added as a presenter | producer.
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7 Configuring System Settings

Regular users cannot perform management tasks. Only enterprise admins can. After logging in
as admin, view 'Admin Settings' displayed.

Admin Settings

System Settings

User Settings

License Management

Integrations

Help Center

Tools

Two supplementary apps are provided by AudioCodes as installation additions:

B Meeting Insights Teams add-on provided by AudioCodes for accessing the portal from
within the Teams client.

B Meeting Insights Outlook add-on provided by AudioCodes to make scheduling of recorded
meetings easier | meetings with MIA.

The Tools page enables admins to add the Meeting Insights app to the Teams client and/or to
Outlook.

> To add the app to Teams client| Outlook:

1. Under the ‘System Settings’ menu, click the Tools option.
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Admin Settings

] A

System Settings A

Meeling Insights Teams Client Application Meeting Insights Outlook Add-On

Connect to your M365

The application can be added to Teams users®
Outlook Desklop as an add-on Lo create Teams
meelings with Mia and a customizable disclaimer. To
install the application, simply run it on the user's PC
and restart Outlook after installation is complele.

Recommended Option Manual Option

Storage Add the application lo users Teams Clients. Click on

the “Publish” button using M365 Admin
Tags . ; . R Outlook Add-on disclaimer
permissions. In the store you can sel policies for m
installi — atics specific : This meeting will be recorded
Devices installing the app automatically for specific groups ng
or users.
Publish In Your Teams Store Download App

User Settings

2. (Optionally) Add the Meeting Insights app to users':
e Teams client - go here

e OQutlook - go here

Adding Meeting Insights to Teams Client

The Tools page enables the admin to add the Meeting Insights app to Teams users’ Teams
clients.

This step is usually performed during the initial setup in the 'Connect to your M365'
page as shown here (last step).

> To add the Meeting Insights app:

1. Under the ‘System Settings’ menu, click the Tools option.
2. Under 'Meeting Insights Teams Client Application' either:
e Click Recommended Option and then click Publish in your Teams Store
-OR-
e Manually add the Meeting Insights app to the Teams client:
i. Download the app package.
ii. Add it manually to the Teams store; the app is allocated a catalog ID.

iii. Click Manual Option.
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i

Meeting Insights Teams Client Application

Recommended Option Manual Option

Add the application to users Teams Clients. Click on
the “Download App" and upload it to the
organization Teams store. You must provide the
application catalog ID after completing the process.
In the store you can set policies for installing the app
automatically for specific groups or users.

Download App

Catalog ID

iv. Enter the 'Catalog ID' and then click Submit.

" App was published. catalog id: 9
d9dc367c-0988-4ff5-98d3-
6i633b166efe

Alternatively, add the app during the initial setup in the 'Connect to your M365' page
as shown here (last step).

Adding App to Organization's Teams Store via TAC

This section describes how to add the Meeting Insights app to your organization's Microsoft
Teams Store via Microsoft's Teams admin center (TAC).

> To add Meeting Insights app to Teams store via Teams admin center:

1. Signin to your organization's Teams admin center with your Office 365 admin account.

2. If the Teams store has the previous version of Meeting Insights Teams app, you need to
remove it:

a. From the left navigation menu, navigate to Teams apps > Manage apps.

b. Search for the Meeting Insights app, and then from Actions drop-down menu, choose
Delete:
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Microsoft Teams admin center

Manage apps \ Meeting Insights 8
Home

Actions v

Teams Meeting Insights

Audiocodes Inc [ Delete

Users
Status (D) New
Teams devices ew version

@D Alowed T Upload file

Published version
1.0.0

Teams apps

Manage apps

3. Upload the installation file for the Meeting Insights Teams app:

a. From the left navigation menu, navigate to Teams apps > Manage apps, and then click
Upload:

Microsoft Teams admin center

(ny Dashboard
Manage apps
‘Whien you are managing apps for your organization, you are controlling what apps are available to users in your

ofganization's app store. You can then use app permission and app setup poficies to configure what apps will be available for
specific users. Learn more

Pending approval

Meetings

Messaging polices

Mame T ertification [ Fublisher Publishing status

b. Inthe displayed dialog box, click Select a file, and then browse to and select the
Meeting Insights Teams app installation file (TeamsApp.zip) that you received from
AudioCodes.

4. Provide AudioCodes with the app ID:
a. From the left navigation menu, navigate to Teams apps > Manage apps.

b. Locate the newly installed Meeting Insights Teams app in the list of apps, and then
select it.

c. Under the About tab, copy the 'App ID' field value:
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Microsoft Teams admin center

Teams Meeting Insights

Devices
Update Delete

J Messaging policies
Teams apps
About
Manage apps

n policies Details

Short name
Meeting Insights
¥ Voice Short description
AudioCodes Meeting Insights Team, Group chat, Personal

Policy packages

Analytics & reports

Org-wide settings
d. Enter the app ID in the 'Catalog ID' field in Meeting Insights' Tools page as shown here.

5. Pin the Meeting Insights app to the Teams client navigation bar:

In the Teams client left navigation bar, click the 3-dot (...) button, and then choose the
newly installed Meeting Insights app; a Meeting Insights icon is added to the navigation
bar:

Meeting Inslghts View my meetings

Q Searct Al ~ All All

Admins are recommended to add and pin Meeting Insights Teams app to the whole
organization or to user group(s) that will be using the application. See here for more
information.
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Add and Pin Meeting Insights Teams App to the Entire Organization or to User Group(s)

Admins are recommended to add and pin the Meeting Insights Teams app to the whole
organization or to user group(s) that will be using the app.

> To add and pin the Meeting Insights Teams app to the whole organization or to user
group(s):

1. Open Microsoft Teams admin center (TAC) and add to the organizational policy or create a
new policy and assign it to the users or groups.

Microsoft Teams admin center £ Search

1 Dashboard App setup policies

' Teams ~ App setup policies control how apps are made available to a user with the Teams app. Use the Global (Crg-wide default) policy
and customize it or create custom policies and assign them to a set of users. Learn more

£ Users v

) TE iR - App setup policies summary

B Teams apps = 2 1

Manage apps ® Default policies Custom policy

Permission policies

Setup policies Manage policies Group policy assignment

Customize store

Ef] Meetings v + Add Edit [ Duplicate [ Delete O Res S Manage users

= Messaging ~ Name | Description Custom policy
&, voice ~ Global (Org-wide default) No

& Locations v smallvediumBusiness_Businessvioice This is a smallMediums... Yes

@  Eenhanced encrypt... FirstLineWorker This is a default app set... No

2. Add Meeting Insights Teams app to the installed apps and to the pinned apps
(recommended) so that it'll be displayed for users by default.

] e A _

= Aop setup poicies\ Glosal

@ Dashboard Global (Org-wide default)
50 Teams -
Defout policy for 2 polcy
£ Users v
B Teams oevices v Upload custom aos © @ o
B Teams apps ~ User pinning © @ o

Manage apps ®
Installed apps
SIS Choose which apps and messaging extensions you want installed in your users'personal Teams environment and in meetings they creste, Users can install other available 3pps from tne Teams app store. Leam more

1 setuppoiices

Addapps X Remoie | 1item
Customize store
5 westng . Al Bubianer
675922.615.4212-be18- ebofddsel
& Messaging -
% Voice v
Pinned apps
@ Locations v Pinned apps are installed for peopie assigned to this policy. Select apps to pin to the app bar, messaging extensions, and meeting extensions: then rearrange them in the order you want them to appear. Learn more
® Enhanced encrypt. e — o .
B Poliy padages v b - Messaging exensions & 0 Mesing ssensins (3
= Peming v . O o _ N

No pinned apps No pinned apps

- 2 oo =
- H [« R =

& Owersetings v
€ o . 0 coenon =

B —— s e =

0o -

[ | Teams BotTestRon 5 -

Save Cancel
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3. To apply to a group, create a separate policy, add the Meeting Insights Teams app to the
installed and pinned apps, and then assign group(s) as shown below.

4. To assign to a group, click Group policy assignment under the setup policy option.

5 [ — P seren |

G Dashboard App setup policies

“ Teams ~ App setup policies control how apps are made available to a user with the Teams app. Use the Global (Org-wide default) palicy
and customize It or create custom policies and assign them to 8 set of users. Learr more

£ Users ~

B Teams gevices = App setup policies summary

B Teamsapps ~ 2 1

s Default policies Custom policy

Permission policies

Setup policies Manage policies Group policy assignment

Customize store
] Meetings ~ + Add [ Remove Oitem
B Messzging ~ Group name Rank T Group email Azzigned policy
%, Voice ~
& Locations ~
®  Enhanced encrypt..

No data iz availatle,

2 Folicy packages

5. To assign groups, click Apply.

n policy to group
.

selectagrow

@ Hestrancroma

selctapoly
Veetingisigs

Adding Meeting Insights to Outlook

The Tools page enables the admin to add the Meeting Insights app to Teams users’ Outlook as
an add-on to create Teams meetings with MIA.

> To add the Meeting Insights app:

1. Under the ‘System Settings’ menu, click the Tools option.
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Meeting Insights Outlook Add-On

The application can be added to Teams users’
Outlook Desktop as an add-on to create Teams
meetings with Mia and a customizable disclaimer. To
install the application, simply run it on the user's PC
and restart QOutlook after installation is complete.

QOutlook Add-on disclaimer m

Download App

2. [Optionally] Enter an Outlook add-on disclaimer and then click Save.
3. Click Download App.

4. Toinstall the app, run it on the user's PC and restart Outlook after installation is complete.

Storage
Azure Blob Storage is used for media recordings (audio, desktop sharing, images, etc.). Meeting

Insights shows storage consumption in the Storage page under the Consumed column.

& e The Consumed column is for Locally-Redundant Storage (LRS) and for Geo-
Redundant Storage (GRS). GRS is currently not supported.

e The Available Storage column is for GRS only. Note that Meeting Insights
doesn’t limit storage.

e The Storage Left column is related to GRS only.

The Name column depicts the region in which the LRS is located. For example, 'Canada LRS' or
‘Germany LRS'. The default storage is LRS.

> To manage storage:

B Under the ‘System Settings’ menu, click the Storage option.

-40 -



CHAPTER 7 Configuring System Settings NexGen Meeting Insights | Administrator's Guide

Admin Settings

System Settings A

NAME STATUS CONSUMED AVAILABLE STORAGE STORAGE LEFT
Connect 1o your M365

Tools Europe LRS #Connected 0GB

Tags

Devices

User Settings

License Management

Al Settings

Help Center

& The Bring Your Own Blob Storage feature will be released in a future version.

Tags
Tags can be added to meeting recordings to make it easier to search for specific information in
them.

Q. tag:"Tutorial’ x

B Tutorial

> To define a tag:

1. Under the ‘System Settings’ menu, click the Tags option.

Admin Settings Tags @

System Settings
M All Tags
Connect to your M365

Tools

Storage
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2. Point you mouse over the All Tags bar and then click the ™ icon.

Admin Settings Tags @
System Settings
0 All Tags »
Connect to your M365 : »
Tools |
B 1'NaTm
Storage ! B thanks Mia

) »
3. Inthe field | , enter a tag name and then enter.
Tags @
O All Tags b,
B 'namnn
B thanks Mia
B Tutorial Add Alias W #

4. Select Add Alias from the menu.

Tags ©
1 All Tags -
E B 0Tamn
B thanks Mia
B Tutorial Add Alias W #
e

Two categorical levels of ‘alias’ can be added under the tag. These categorical levels
facilitate organizing your corporate meetings around subject matter (for example,
around products).

5. Optionally select the delete icon or edit icon to facilitate building meeting junctures.

Devices

Admins must define a conference room device for Meeting Insights to identify speakers
participating physically in the room with the device, else their voice will be attributed to the
room.
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Admins must define a device if for example the phone in a meeting room is a Common Area
Phone (CAP), unassociated with any specific user, and the attendees in the meeting want to
perform recording management. If a call comes in on the phone and the device is unassociated
with a user, recording management with Meeting Insights will not be possible. Defining an
email address is sufficient to associate the phone with a specific user to make recording
management possible.

> To configure a device:

1. Under the ‘System Settings’ menu, click the Devices option.

New Device

2. Enter the device email and click Add.
3. Enter the device user’s email and click Add.

If a call comes in on a CAP located in a conference room around which a number of
attendees are sitting and the device is unassociated with any specific user, recording
management with Meeting Insights will not be possible. Defining an email address is
sufficient to associate the phone with a specific user to make recording management
possible.

Note that Meeting Insights applies speaker detection on the device by using the email
addresses of all attendees in the meeting, i.e., the invited users voiceprint, if available, is
used for device speaker detection.
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8 Configuring User Settings

Admin can configure the following user settings:
User Profiles

Admin Profiles

Licensed Users

Recording Notifications

Unlicensed Users

Email Notifications

User Profiles

Only users assigned with a license are able to access Meeting Insights or record meetings
according to their profile. The remaining users who are not assigned licenses but participated in
a meeting will not have access to Meeting Insights. Meeting Insights caches their info in order
to present them in meeting info to the licensed users.

See also ‘Unlicensed Users’ page in which admin can view the info collected and if necessary
remove. Users who had a license but were unassigned from their license will also be displayed
in this page.

Three profiles are provided:

B Default User Profile (System). This profile is a default profile that includes user access to
their meetings.

B External Restricted Share (System). This profile enables access to user meetings and
restricted external share.

B External All Share (System). This profile enables access to user meetings and both
restricted and with a link share with external parties.

You cannot delete a profile while it is assigned to an AAD group. You must assign the
group to another profile before you can delete the profile.

> To configure a user profile:

1. Under the ‘User Settings’ menu, click the User Profiles option.

User Profiles
+ New Profile
PROFILE NAME GROUPS ASSIGNED DESCRIPTION

Default User Profile (System) Meeting Insights Users (5) This profile is a default profile that includes user access to their meetings

External Restricted Share (System) This profile enables access

ser meelings and restricted external share

External All Share (System) This profile enabl \gs and both restricted and with a link share with external parlies i
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2. View the three default profiles.

A\ e

The figure above shows the Meeting Insights Users (5) user group assigned
with Default User Profile (System), which you did in step 3 when assigning a

license shown here.

The figure below shows no groups assigned. To assign a group to a user profile,

see step 3 when assigning a license shown here.

User Profiles

PROFILE NAME

Default User Profile (System)

Extemal All Share (System)

Extemal Restricted Share (System)

GROUPS ASSIGNED DESCRIPTION

This profile is a default profile that includes user access to their meetings

This profile enables access to user meelings and restricted external share

This profile enables access 1o user meelings and both restricted and with a link share with external parties

3. Click + New Profile to add another (customized) user profile to the three that are already
available.

Admin Settings

System Settings v

User Settings
User Profiles
Admin Profiles

Licensed Users

Email Notifications

License Management

Al Settings

Anonymization

Monitoring

Integrations

Help Center

Add User Profile

User Profiles include permissions and recording options that are assigned to the users associated with the profile

User Profile Name Description

Permissions Recording

Select permissions that users associated with the profile will have  Enable recording options

@ enavee

Meeting Types

Access User Meetings ©®
External Restricted Share
External Share with a Link (%) User Meetings

() Import Meeting Recordings

Can Edit Other Users Meetings
Select Storage

United States LRS v

Meeting Recordings Retention Period

1Year - Default v

() Allow Users to Extend Recordings Retention

Al STT Settings
Select Al functionality that users associated with th
have

@ rutomatic Triggering

@ AutomaticAl (O Automatic STT Only

Language

User language can be selected during the
meeting, set in advance for English only
speakers. Only one option can be selected,

Select Language During Meeting v
Insights

() summary

() Action Items

() Q&A,Issues & Solutions
Meeting Types

@ AllMeetings (O Select Meeting Types

Ganee! m

e profile will

4. Configure the fields using the table below as reference.

Field

User Profile

Name

Description

Meeting

Recording

Description

Enter an intuitive name for effective management later

Enter a description of the profile for effective management later

When enabled, users in the groups assigned to the profile will be able to
record the meetings they organize (they must be the meeting

organizer).

Permissions
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Field

Access User
Meetings

External
Restricted
Share

External Share
with a Link

Premium
Transcription

Can Edit Other
Users Meetings

User Meetings

Import Meeting
Recordings

Select Storage

Meeting
Recordings
Retention

Description

Always enabled, this option is used for user access to their meetings. It
cannot be disabled. The option is grayed out to indicate that the user
always has access to meetings they organized or participated in and to
meetings that were shared with them. This option is always enabled
and can’t disabled.

Enable this setting to allow the user to share meeting recordings with
external parties who participated in the meetings. To access a meeting
recording, external parties will go through their email verification and
code access process.

Enable this setting to allow sharing the meeting recording with a link;
anybody with the link will be able to access the recording.

The ‘Premium Transcription’ option applies only to Hebrew speakers
and will mostly be unavailable. It’s controllable at the tenant level.
Contact your Service Provider if you are interested in this option.

People whose 'Auto Can Edit' setting is activated get the 'Can Edit'
permission automatically prior to the meeting, i.e., this permission gives
them the same level of control of the meeting as the owner, making
them a co-owner. They can view, edit, etc. (just like owner of the
meeting). It’s the same permission that's available when ‘Can View’ is
changed to ‘Can Edit’ through the meeting side panel or meeting
sharing options.

MIA will record meetings of users assigned to the profile when it is
invited to the meeting and the user is the meeting organizer.

Select or clear this option to give or deny the user permission ('On' or
'0Off') to import meeting recordings into Meeting Insights.

By default, only one storage is available, with no option to select
another; customers only see the system storage allocated to them, for
example, Canada LRS. When more than one storage becomes available
in a future version release, the option to select will become available,
otherwise only storage location and type are displayed. When Bring
Your Own Blob Storage (BYOS) will be added in a future version release,
it will be selectable, with BYOS meeting recordings' media (files, audio,
desktop sharing, images...) stored in the storage hosted by the
customer, in the customer's control.

Select how long video meeting recordings will be retained for (i.e., for
how many days recordings will be kept in storage); if the set limit is
exceeded, recordings will be deleted.
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Field Description

Period B Unlimited (default): Recordings will never be deleted. Admins must
practice caution because the storage location will eventually reach
full capacity.

180 Days
1 Year (365 Days)
2 Years (730 Days)

3 Years (1095 Days)

Custom

Once a day, Meeting Insights deletes recordings that exceed the
retention period.

Allow Users to Allows users to overwrite the retention period by setting the meetings
Extend to not be deleted. In this case, the meeting will not be deleted as part of
Recordings the retention period. It can be deleted manually when needed.
Retention

5. Click Apply. You can assign a user group to this user profile as shown here in step 3 (when
assigning a license).

Enabling ‘Automatic Triggering’ in a User Profile

When Automatic Al triggering is enabled, you can control it in the User Profile page.

If your application excludes ‘Automatic Triggering’ and you would like to include the
feature, contact your Service Provider.

> To enable Automatic Triggering:

1. Open the User Profile page. The figure below shows the Edit User Profile page.
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Ehoudoron = MBBLIAGIFEIGHS 7 e (T
i e Exhit User Profile
[
L] -
o .
2. [Refer to the previous figure] Enable the 'Automatic Triggering' setting.
QLastewies  -magtinginugras b1 @
-
L] L
=3
When you enable ‘Automatic Triggering’ in a User Profile, users assigned to the
profile will have Automatic Al triggered automatically on their meetings according to
the configuration.
3. Optionally select Al Insights to generate automatically. The rest of the available Als can be
generated manually after the meeting ends. Check the insights you want to generate.
4. Configure 'Language'. Al languages can be one of the Speech To Text languages (STT)
enabled in your application. The following Al languages are currently supported:
e English
e Hebrew
5. Select whether to trigger Al on ‘All Meetings’ or ‘Select Meeting Types’:

e Meetings with External Parties
e large Meetings

e Meetings with n Invitees or More
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& e When automatic triggering is enabled, the user associated with the User Profile
automatically gets Al generation of the selected insights.

e Al generation takes place when the meeting ends and may take time (up to half of
the meeting’s duration).

e For users configured with ‘Automatic Publish’, Meeting Recap with generated
insights is automatically sent out to internal participants of the meeting when
generation finishes.

Admin Profiles

You can configure admin profiles.

The number of admins is limited to five by default. If more are needed, you can
request your Service Provider.

> To configure an admin profile:

1. Under the ‘User Settings’ menu, click the Admin Profiles option.

Administrators (Full Access) @

[ admin@M365x64321460.0nmicrosoft.com | X |

2. Enter the email address of the admin to add and then click Add.
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A

Added email address(es) are of admins who will be the default admins.
Default admins have full access privileges; they can access all Meeting Insights
pages and do and see everything.
If you lose access or the default admin account is unavailable or deleted, contact

the Service Provider to reset the admin account by setting the account you
provide.

Licensed Users

The Licensed Users page enables admin to view all licensed users in the system and their
permissions. The page also enables admin to assign representatives for users in case a user will
need another user to have full access to their recordings. If the employee will leave the
company, for example, the assigned representative will have owner access to the departing
employee's meeting recordings.

> To manage licensed users:

1. Under the ‘User Settings’ menu, click the Licensed Users option.

Admin Settings

Systemsettings A
Connect to your M365
Tools
Storage
Tags

Devices

User Settings ~

User Profiles

Admin Profiles

Unlicensed Users.

Email Notifications

Licensed Users

Total Users 5

NAME

Start Wit

EmAL

Start With

AAD GROUPS

USER PROFILES

Start With

REPRESENTATIVES ADDED DATE & TIME

Brian Joh

(TAILSPIN)

B

Allan Deyoung

Cameron White

Adele Vance

Alex Wilber

AlanD@M365x51160550.

AdeleV@M365x5116055

NexW@M365¢51160550.

Default User Profile (Syst.

Default User Profile (Syst.

Default Ust

ofile (Syst

Default User Profile (Syst.

Default User Profile (Syst.

]
o

ec 3,2023 5:04 PM

]
o

ec 3,2023 5:04 PM

]
o
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]
o

ec 3,2023 5:04 PM

]
o

ec 3,2023 5:04 PM

®

1 Select Columns

2. Select a single licensed user -OR- select multiple licensed users -OR- check the box next to
the NAME column to select all licensed users.

3. Point your mouse over a permission icon, e.g., the Admin Permission icon or the Recording
Notification icon; a tooltip pops up identifying the icon.

4. Under the permission icon you require, click
or Disabled.

and from the popup, select ALL, Enabled

5. [Optionally] Add Representatives: Click the icon *& adjacent to the user to whom to add a
representative.

6. Enterinthe 'Search' field the name of the user to add as representative.
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Alex X

[ZI AlexW@M365x51160550.0nMicrosoft.com

Apply

& Only a licensed user can be added as a representative of another user.

7. Check the box and then click Apply. The name of the user who you added as representative
is displayed in the REPRESENTATIVES column in the Licensed Users page.

@
{')
@
N,

.
NAvE EmAL AAD GROUPS USER PROFILES REPRESENTATIVES ADDED DATE & TINE ®

Start With Starl With Start With Start With Start With

Brian Johnson (TAILSPIN)  BrianJ@M365x51160550...  Meating Insights Users Default User Profile (Syst..  Alex Wilber Dec 3,2023 5:04 PM v

Recording Notifications

Meeting Insights can trigger Microsoft recording notifications. Admin can configure the feature

in the Recording Notifications page.

When a meeting is recorded, Meeting Insights triggers Microsoft to provide audio and visual
notifications to meeting participants. Users can't overwrite the configuration. Meeting
recording starts only when the owner-organizer joins the meeting. If they leave the meeting,
recording is paused; if they rejoin, recording resumes. If the feature is disabled, recording
continues regardless of whether they joined, left, or didn’t join or leave.

> To trigger recording notifications during meetings when recorded by Meeting Insights:

1. Under the ‘User Settings’ menu, click the Recording Notifications option.

Recording Notifications

. ovide the sopication with permssions
Al Triggering Teams Recorcling Notisication Grant Admin Congent » couPLETED A
e Trigiering Tadms Raccrting NedRcations ° recarded by Meating Insights. M 365 Admiristratar paem

Total: 4

2. Make sure admin has been granted consent to allow Teams recording notifications to be
triggered during meetings recorded by Meeting Insights.
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@ indicates consent has been granted

© indicates consent has not been granted yet and must be granted

& e If consent has not been granted, the page will be uneditable.

e Recording notifications require the 'Allow Meeting Insights to Be Added to
Ongoing Meetings' script to be successfully executed from the '‘Connect to M365'
page.

v The script enables the notification bot to access meeting information.

3. Click Grant Admin Consent > if consent has not been granted yet.

BE Microsoft
ga_auto_user_1@ai-logix.net
Need admin approval
unverified

needs permission to access resources in your organization
that only an admin can grant. Please ask an admin to grant
permission to this app before you can use it.

I—(ave an admin account? Sign in with that accounﬂ

Return to the application without granting consent

4. Sign in with your M365 admin account.
5. Enable the User Profile.
e For example, enable the default user profile Default User Profile (System).

e All users with this profile will receive recording notifications during meetings they
organize.

e See here for information about how to configure a User Profile.

6. After changing a User Profile, the Recording Notifications page displays this message:

Recording Notifications

7. Click the Download Configuration Script button. The script must be executed by the M365
admin.

-52-



CHAPTER 8 Configuring User Settings NexGen Meeting Insights | Administrator's Guide

Download configuration script

You must apply the MSFT Compliance Policy configuration for the recerding
configuration to take effect.

Click the button below to download MSFT Policy configuration script to your
machine, the script must be run by your organization M365 administrator.

Download Configuration Script

A The script must be run to enable recording notifications in Microsoft. It may take time
for the Microsoft configuration to take effect. Meetings of the users enabled for
recording notifications will not be recorded until the configuration takes effect on the
Microsoft side.

8. Click Download Configuration Script; the following prompt is displayed:

Downloads P Qe P

configuration policy script.ps1 could harm your
device. Do you want to keep it anyway?

Keep Delete

See more

& e Only Microsoft Edge displays the 'Keep' prompt.
e Chrome immediately presents the download option.

9. (In Edge) Click Keep.
10. (In Chrome) Click the download icon.

11. Right-click the downloaded policy script.ps1 file.

-53-



CHAPTER 8 Configuring User Settings NexGen Meeting Insights | Administrator's Guide

Open
Run with PowerShell h
Edit
3 Share with Skype
Edit with PyCharm Community Edition

Move to OneDrive

7-Zip >
Edit with Notepad++

Scan with Cortex XDR

b ek

Share
Open with...

Give access to }
Add to archive...
Add to “configuration policy script (10).rar”

Compress and email...

Compress to “configuration policy script (10).rar” and email

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

12. Select the option Run with PowerShell.

Open File - Security Waming X
Do you want to open this file?

! Name: ..nc\Downloads\configuration policy script (10).ps1
ﬂ Publisher: Unknown Publisher
Type: Windows PowerShell Script

From: CAUsers\orenc\Downloads\configuration policy sc...

Always ask before opening this file

potentially harm your computer. If you do not trust the source,

o While files from the Internet can be useful, this file type can
g do not open this software. What's the risk?

13. Click Open.
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User Account Control 5C

Do you want to allow this app to make
changes to your device?

E Windows PowerShell

Verified publisher: Microsoft Windows

Show more details

Yes No

14. Click Yes.

15. In PowerShell, type 'A" and then enter.

EX Select Administrator: Windows PowerShell el a X

Transcript started, output file 1s C:\Users\orenc\Downloads\MSTC_Policy04.21.12:47.txt
/21 24 1 17 PM - Searching 'MicrosoftTeams' module...
nant poTli« sepl e wait..
UserProfilesPolicy is exist , starting configurtion.. please wait..
Removing 7d3be4lc-a51lc-415d-921b-1d6a99fb7143 from UserProfilesPolicy.. please wait..

sending following status to API....
{

"Gacaa2e7-00ac-4cb5-8f4f-25bf7140751F",
"Message' "success",
"PolicyId "UserProfilesPolicy",
“StatusCode": 0

16. After the scriptis run, you'll view the 'Transcript stopped' indication shown in the figure
above, and the 'Successful' message shown in the Recording Notifications page in the figure
below.

LIS Recording Notifications :l !

System Settings v

ons in your Tenant's Teams meetings when recorde

Grant Admin Consent 3 © Completed

Downioad Configuration Script

License Management

Anonymization

(S}

Integrations

Help Center
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A e Enabling users for recording notifications may slow down users' call
establishment.

e Removing an AAD group or adding an AAD group to User Profiles that are
enabled for recording notification requires downloading and executing the script
for the change to take effect.

Unlicensed Users

The Unlicensed Users page enables admin to manage all unlicensed users in the system.
Unlicensed users are users who either participated in licensed user meetings and their info such
as name and UPN are maintained in the system for presentation as part of the meetings they
participated in, or users who had a license before.

& e Admin can delete these users if their info needs to be deleted.

e The user and their info will be added again if they participate in a meeting after it
is deleted.

e Deletion of a user from the page doesn’t delete their display name from meetings.

> To manage unlicensed users:

1. Under the ‘User Settings’ menu, click the Unlicensed Users option.

Unlicensed Users
Total Accounts 3

NAME EMAIL AAD OID REPRESENTATIVES ADDED DATE & TIME ®

Start Wit Start With Start With Start Wit

Raul Razo 5b10f1e8-41e2-4809-2090-adr81et Nov 6,2023 3:10 PM

Conf Room Adams. Adams@M365x64321460.OnMicros: 4770b7a9-613b-4403-902e-3481b: Nov 7,2023 8:42 AM

Bianca Pisani ¢0660779-1432-44bd-a064-a7cla5 Nov 9,2023 2:21PM

2. (Optionally) Select all unlicensed users listed in the page by checking the box next to
'Name'; to deselect all, click the same box again.

3. Select a single unlicensed user or select multiple unlicensed users by checking the box next
to each entry; the number of unlicensed users you selected is displayed out of the total
number of unlicensed users.

4. (Optionally) Filter the page by
e 'Name': In the Start With field under the 'Name' column, enter letters in the name.
e 'Email': In the Start With field under the 'Email' column, enter an email address.

e 'AAD OID'": In the Start With field under the 'AAD OID' column, enter the OID of the
AAD user.

e 'Representatives: In the Start With field under the 'Representatives' column, enter the
name of a representative.
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e 'Added Date & Time': Click MM/DD/YY - MM/DD/YY and in the calendar that pops up,
select the start and end day of a period.

Email Notifications

Provide Meeting Insights with permissions to enable Microsoft recording notifications during
meetings in your Teams’ tenant.

> To manage email notifications:

1. Under the ‘User Settings’ menu, click the Email Notifications option.

Default User Meeting Notifications

QOwner

Al finished: Ready or Failed

Meeting Processing Failure email notification
Transcription finished: Ready or Failed
Weekly unpublished meetings reminder

Added/Removed as a Representative for someone else

Get recap email once it's ready (for meetings not published yet) - .
only for cases you are configured as 'Not AutoPublish'

Recipient

Action item was assigned to you in a meeting you were not invited

to

Get meeting recap email once a meeting is published .
Get meeting recap UPDATE email once it is updated and sent by .
owner

Get a notification email once a meeting is shared/unshared with you
Meeting recording is ready (Video ready)

Use Hebrew recap email template if recap is in Hebrew .

2. Configure the settings using the table below as reference.
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Setting

Al finished: Ready or Failed

Meeting Processing Failure email
notification

Transcription finished: Ready or
Failed

Weekly unpublished meetings
reminder

Added/Removed as a
Representative for someone else

Get recap email once it's ready (for

meetings not published yet) - only
for cases you are configured as
‘Not AutoPublish'

Action item was assigned to you in
a meeting you were not invited to

Get meeting recap email once a
meeting is published

Get meeting recap UPDATE email
once it is updated and sent by
owner

Get a notification email once a
meeting is shared/unshared with
you

Description
Owner

Switch on | off for an email notification be sent |
not sent to users, indicating that Al Summarization is
finished and that its status is Ready | Failed.

Switch on | off for an email notification to be sent |
not sent to users indicating that meeting processing
failed.

Switch on | off for a notification to be sent | not
sent to users indicating that the transcription is
finished and that its status is Ready | Failed.

Switch on | off for an email notification to be sent |
not sent to users every week, reminding them about
their unpublished meetings.

Switch on | off for a notification to be sent | not
sent to users indicating that they've been added |
removed as a representative for someone else.

Switch on | off for an email to be sent | not sent to
users indicating that a recap is ready (for
unpublished meetings). Applies only if users are
configured as 'Not AutoPublish'.

Recipient

Switch on | off for a notification to be sent | not
sent to users after an action item is assigned to them
in a meeting to which they were not invited.

Switch on | off for a notification to be sent | not
sent to users indicating the meeting recording has
been published.

Switch on | off for a notification email to be sent |
not sent to users indicating that a meeting recap has
been updated by the owner.

Switch on | off for a notification email to be sent |
not sent to users, indicating a meeting recording has
been shared | unshared with them.
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Setting

Meeting recording is ready (Video
ready)

Use Hebrew recap email template
if recap is in Hebrew

Description

Switch on | off for a notification to be sent | not
sent to users indicating that the meeting recording is
ready (video ready).

Switch on | off for a Hebrew recap email template
to be used if the recap is in Hebrew.
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9 Al Settings

Meeting Insights supports Artificial Intelligence features such as speech-to-text, allowing users
to convert audio recordings of meetings to textual documentation.

> To configure Al settings:

1. Under the ‘Al Settings’ menu, click the Transcription option.

Transcription
Transcription .
Languages
{ English (United States) | = v
Transcription Activation
Meeting Owner v

/_‘i\_\_ The ‘Transcription’ option is enabled by default.

2. From the ‘Transcription Activation’ drop-down, select either:

e Meeting Owner - only the meeting owner or a user with edit permissions can activate
Transcription

e Anyone - anyone with access to the meeting can activate the Transcription

3. Under the ‘Al Settings’ menu, click the Al Insights option.

Al Insights

Full Disclaimer Preview
A o
The content is generated by an artificial
o intelligence model and marked with insights
Al Activation Anyone e “Powered by Al". It may occasionally produce
inaccurate information.

Add Your Disclaimer
Users must review and edit the content to ensure
EN | HE accuracy and relevance before sharing it
internally or externally.

Users must review and edit the content to ensure accuracy and relevance before sharing it internally or
externally.
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& e The Al Insights feature is enabled by default. It can be disabled if needed.
Disabling the feature is optional.

e Ifthe Al Insights feature is disabled, admin will view the Als of old meetings but
will not be able to trigger new.

4. From the ‘Al Activation’ drop-down, select either:
® Anyone - anyone with access to the meeting can run Al
e Meeting Owner - only the meeting owner or a user with edit permissions can run Al

5. [Optionally] Add your disclaimer and click Save.
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10

Monitoring

Two menu options are available:
M Audit Trail

B System Activity Log

Audit Trail

Meeting Insights features an 'Audit Trail' which logs for future reference admin and user
activities performed in Meeting Insights.

> To monitor the audit trail:

1. Under the 'Monitoring' menu, click the Audit Trail option.

Audit Trail
Total: 9927 &, Export

DATE & TIME NAME ROLE AcTIvITY TEM MEETING SUBJECT DESCRIPTION

Setect

Select name - a Contains

Accessed
Dec 25,2023 8:51 AM Shirel Megidish Admin Meeting Page

Changed
Dec 25, 2023 8:45 AM Shirel Megidish Admin Group Added "Test" Group

Downloaded
Dec 25,2023 8:45 AM Shirel Megidish Admin Added User Profile Group Added association of user profile "Default Us.
Dec 25,2023 8:44 AM Shirel Megidish Admin Deleted System Automatic AAD Added automatic AAD groups synchronizatio.
Dec 25,2023 8:42 AM Shirel Megidish Admin Added Group Added “team-1" Group
Dec 25,2023 8:42 AM Shirel Megidish Admin Added User Profile Group Added association of user profile “Default Us.
Dec 25,2023 8:42 AM Shirel Megidish Admin Executed Manual AAD Synchroniz Executed manual AAD groups synchronization
Dec 25, 2023 8:40 AM Shirel Megidish Admin Deleted System Automatic AAD .. Deleted automatic AAD groups synchronizati
Dec 25,2023 8:39 AM Shirel Megidish Admin Added System Automatic AAD Added automatic AAD groups synchronizatio
Dec 25, 2023 8:39 AM Shirel Megidish Admin Deleted System Automatic AAD Deleted automatic AAD groups synchronizati
Dec 25,2023 8:37 AM QA _Auta User 1 User Accessed Page

2. [Optionally] Select an Activity filter in order to filter the page by an action users perform in
the system (Accessed, Changed, Downloaded, Added, Deleted, etc.). Other filters can also
be selected to exclude more unwanted information from the page for more effective
management. After the user profile of a user group is changed, for example, the Audit Trail
page's Activity filter enables you to determine details such as at what time the change was
made, who made it, which user group's user profile was changed, and from what profile to
what profile.
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Audit Trail
Total: 8 &, Export
DATE & TIME NAME ROLE AcTIVITY TEm MEETING SUBJECT DESCRIPTION
Soect
Select name - Changed - X Contains

Jan 10, 2024 10:04 AM MOD Administrator Admin Changed Meeting Admin Mode ON

Jan 9,2024 11:01 AM MOD Administrator Admin Changed Meeting Admin Mode ON

Jan 8, 2024 3:35 PM MOD Administrator Admin Changed Meeting Admin Mode ON

Jan 8, 2024 1:21PM MOD Administrator Admin Changed Meeting Admin Mode ON

Jan 8, 2024 12:25 PM MOD Administrator Admin Changed Meeting Admin Mode Changed user group "Design” to be

associated with user profile "External

Restricted Share (System)", replacing the

Jan 8,2024 10:59 AM MOD Administrator Admin Changed Meeting Admin Mode previous association with "Default User

Profile (System)"
Jan 7,2024 3:06 PM MOD Administrator Admin Changed User Profile Group Changed user group "Design"” to be associat.
Jan7,2024 2:47 PM MOD Administrator Admin Changed Meeting Admin Mode ON

& e Alllogins /logouts of all users are recorded.

The activity Deleted is also associated with the item of Meeting deletion, so if
you select this activity, this item will also be displayed.

e The activity Downloaded is associated with items such as Meeting
Downloaded or Recap downloaded.

e There are no items associated with the activity Accessed; the activity implies
generic access to content, or else the item indicates Meeting and the subject of
the meeting.

e |tems associated with the activity Added | Deleted | Changed are (for example)
Participant | Actionltem | Highlight | EditPermissions | External share, etc.; these
items will be displayed if you select this activity.

3. [Optionally] Select a Date filter. Click the calendar icon and from the popup calendar select
a month | day | year; only activities that took place on this date will be displayed in the
page (activities that did not take place on this date will be excluded).

B [Optionally] Select a Meeting Subject filter. Enter the subject of the meeting; only activities
associated with meetings whose subject line matches the text you entered will be displayed
(activities associated with meetings whose subject line does not match the text will be
excluded).

B [Optionally] Select a Name filter. Click the drop-down arrow and in the 'Search' field
displayed, specify the name of a user; only entries related to that user will be displayed.

& More than one filter can be applied: Activity, Date, Meeting Subject and/or Name.

M Click the Export to CSV option to export the Audit Trail in CSV format that you can easily
share with others.
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System Activity Log

The System Activity Log page enables admin to view system activities that occur either
following admin operations (license added due to admin mapping of groups or adding users), or
automatically, such as when

B anew useris added via automatic synchronization from AAD to a user group -or-
B anew user group is added via automatic synchronization from AAD to Meeting Insights
Logged activities can be filtered by date and time so that system activities which occurred

outside that date | time are excluded from display.

> To filter the System Activity Log:

1. Under the 'Monitoring' menu, click the System Activity Log option.

Admin Settings

Total 95 Selected 18 Select All

System Settings
[©)  DATEANDTIME LoG TvPE ACTIVITY TYPE LOG DESCRIPTION

User Settings
Some users are assigned to multiple AAD groups, each associated with different User Profiles having distinct storage or retention settings. When users

are assigned to User Profiles with varying stora; n periods, the longest licy will be applied, and may be
License Management Nov14,202310:28 A waring losnss assigned arbiraiy. Plesse ensure that ol users O group mapped to Mesting Insighis

See Full List Of Users

Al Settings Nov 13,2023 5:34 PM waning license. 15 new use assigned with the license. Overall 15 users exceed the number of available licenses.

Som: igned to multiple AAD groups, each associated with different User Profiles having distinct stor ettings. When users
er Profiles with varying storage locations of retention periods, the longest may be
Monitoring Nov 13,2023 5:34 PM warning license. assigned arbitrarily. Please ensure tha all users belong to a single AAD group mapped to Meeting Insights.

Audit Trail See Full List Of Users

Nov 13,2023 5:33 PM info ligense 18 users were unassigned from the licenses.

Some users are assigned to multiple AAD groups, each a . with different User Profiles having distinct storage o retention settings. When users

are assigned to User Profiles with varying storage locatior n periods, the longest will be applied, and may be

Integrations 9 ying storag periods, g pplied, y
Lo, 2R ) license assigned arbitrarily. Please ensure that all users belong to a single AAD group mapped to Meeting Insights.

See Ful List Of Users

Help Center
S Nov 13, 2023 5:00 PM warning license 2 new users were assigned with the license. Overall 18 sers exceed the number of available licenses.

it User Profiles having distinct storage of retention settings. When users
the longest will be applied, and may be

Nov 13,2023 5:00PM warning license d 1o Meeting Insights.
See Full List Of Users
Nov 13,2023 4:59 PM warning license 2 users were unassigned from the license. 16 users exceed the number of available licenses.
Some users are assigned to multiple AAD groups, each associated with different User Profiles having distinct storage o retention settings. When users
are assigned to User Profiles with varying storage locations of retention periods, the longest will be applied, and may be
Nov 13,2023 4:59 PM warning license assigned arbitrarily. Please ensure thal all users belong to a single AAD group mapped to Meeling Insights.

2. (Optionally) Select all logs by checking the box next to 'Date and Time'; to deselect all, click
the same box again.

3. Select a single log or select multiple logs by checking the box next to each log entry; the
number of logs you selected is displayed out of the total number of logs available.

4. (Optionally) Filter the page by 'Date and Time', 'Log Type' or 'Activity Type' column; click
the column header.

5. (Optionally) Filter the page by period: Click MM/DD/YY - MM/DD/YY and in the calendar
that pops up, select the start day and the end day.

6. Under the 'Log Description' column, click the See Full List Of Users link in the row of a log.
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Fulllist of users

NAME

MOD Administrator

Christie Cline

Debra Berger

Mex Wilber

Adele Vance

AAD GROUPS
All Company, License To
users, All Employees

License 1o users, All
Employees

License To users, All
Employees

ming-main, All Employees

ming-main, All Employees

USER PROFILES

license test- no recording, Default User Profile (System)

license lest- no recording, Default User Profile (System)

license test- no recording, Default User Profile (System)

main-profile -- DONT DELETE, Default User Profile
(System)

main-profile -- DONT DELETE, Default User Profile
(System)

In a log, view for example how many times users were added or removed from a license

(the count).

(Optionally) Click the Export button in the uppermost right corner of the page and in the
format prompt, click the Export to Excel button.
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11 Integrations

The instructions here show how to integrate Microsoft Planner with Meeting Insights.

Before integrating Microsoft Planner, the logged-in user must have Meeting Insights
'‘admin’ privileges and Azure 'tenant admin' privileges.

> To integrate Microsoft Planner:

1. Under the ‘Settings’ menu, click the Integrations option.

Integrations @

Meeting insights - Enable Integrations With External Platforms

Send To Planner

2. Enable the Send to Planner setting; you will be redirected to the following Microsoft admin
login prompt:

a8 Microsoft

Pick an account

"_,' gl * "
p-.-r:'-' i -

Connected to Windows

mia.cellcom
mia.cellcom@meetinginsights.com
Connected to Windows

| &

E mi-userl@meetinginsights.net

Connected to Windows

Use another account

3. Pick an account.
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a8 Microsoft

sergein@meetinginsights.net

Permissions requested
Review for your organization

ronlab-auth-app
unverified

This app may be risky. Only continue if you trust
this app. Learn more

This app would like to:

A Create, read, update, and delete user's tasks and task
lists
Allows the app to create, read, update, and delete the

signed-in user's tasks and task lists, including any shared
with the user,

This is a permission requested to access your data in
Audiocodes Itd - MI.

[/\ View users' basic profile ]

Allows the app to see your users’ basic profile (name, picture,
UsEr name)

This is a permission requested to access your data in
Audiocodes Itd - M|,

~~ Maintain access to data you have given it access to

Allows the app to see and update the data you gave it access
to, even when users are not currently using the app. This
does not give the app any additicnal permissicns.

This is a permission requested to access your data in
Audiocodes Itd - MI.

If you accept, this app will get access to the specified resources for
all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms

for you to review. You can change these permissions at
https:/fmyapps.microscft.com. Show details

Does this app look suspicious? Report it here
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4. Click Accept; you're giving the app permission to create, read, update, and delete the
signed-in user's tasks and task lists, as indicated in the prompt; you'll be redirected back to
the 'Settings' page; click the Integrations tab to make sure it’s enabled.

5. Use the following example of the user sending an action item to Microsoft Planner (during
a live meeting) as a reference:

e Mesting Recap of test 2

6. Click the Action Items menu.

7. Choose a plan and a bucket, and then click Send to Planner.

Add Action Item to Planner

Plan

Dorel - private d

Bucket

Te do b

Cancel S5end to Planner
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12  Configuring Automatic Invitation of MIA to Teams
Meetings

Admins can configure automatically inviting Meeting Insights Assistant (MIA) to Teams
meetings, whether organized by a specific user or by a group of users. When the user then
schedules a Teams meeting, MIA is automatically added to the invitees list and the following
disclaimer (for example) is added to the body of every invitation:

Disclaimer: The meeting is recorded

The meeting’s organizer cannot see MIA or the disclaimer when they open the
meeting invitation on their side. All other recipients of the meeting invitation view the
disclaimer at the top of the body of the invitation.

Take the following three steps to configuring an automatic invitation of MIA to Teams
meetings:

1. Add a mail-enabled security group in Microsoft 360 admin center. See here how.
‘& Only a mail-enabled security group can be part of the mail rule.

2. Define an auto-invite rule in Exchange admin center. See here how.

3. Test the rule. See here how.

Add a Mail-Enabled Security Group

The instructions below focus on how to create a mail-enabled security group through Microsoft
365 admin center.

> To add a mail-enabled security group:

1. In Microsoft 365 admin center, go to Teams & groups > Active teams & groups > Security
Groups tab.
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93 Contoso Electronics

1 Active teams & groups
Policies
Deleted groups
Shared mailboxes
B Billing

Purchase services

£ search

Home > Active teams & groups

@ Home .
Active teams and groups
R Users
& Devices Q About Groups 3 Using Teams And SharePoint @ Where to store files
. Teams & groups

Teams & Microsoft 365 groups  Distribution list  Security groups

~+ Add a security group - Add a mail-enabled security group & Export () Refresh

Name 1 Email

Sync status

Created on

& & 7?2 (ma)

) Enable Dark mode

O Search all teams and groups

14items =

& Choose columns

Your products [J  sg-Engineering o November 9, 2023 at 4:4
Licenses .

[ sg-Executive o November 9, 2023 at 44
Bills & payments

. [J  sg-Finance ) November 9, 2023 at 44

Billing accounts
Payment methods [J  sg-HR o November 9, 2023 at 44
Billing notifications .

O  sgIT : o November 9, 2023 at 4:4

& Setup
[0 sg-legal H (=3 November 9, 2023 at 44

2. Inthe 'Active teams & groups' page shown above, click + Add a mail-enabled security
group.

Microsoft 365 admin center L Search

&3 Contoso Electronics

Home > Active teams and groups > Add amail-enabled security group

2 Enable Dark mode

Set up the basics

[0
R O Basics
o |
O Owners . . .
- Mail-enabled security groups give people access to resources such as SharePoint sites. It includes an email address
‘ for contacting everyone in the group. To get started, fill out some basic info about the group you'd like to create.
=] O Members
y ‘ Name *
T Settings Meeting Insights Users
O Finish Description

Users that will use M|

Next Cancel

3. Inthe 'Set up the basics' page shown above, enter Meeting Insights Users in the 'Name'
field, enter a 'Description' to facilitate effective management later, and then click Next.

Microsoft 365 ad P Search

&% Contoso Electronics

Home > Active teams and groups > Add a mail-enabled security group

Il

2 Enable Dark mode

Assign owners

Basics

Owners =
Group owners have nique permissions to manage the group. They can add and remove members, change group

settings, rename the group, update its description, and more.

(0]

S 0 ¥ B » ®

Settings
+ Assign owners

)
!
!

Finish

Add group owners

New owners will receive an email when you add them

Back Next Cancel
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4. Inthe 'Assign owners' page that opens, click + Assign owners.

€3Contoso Electronics  Microsoft 365 admin center £ search B K Q

Assign owners

Select up to 20 people to join this group as owners. You can add more later from
Active teams & groups.

P Search for a name or email address

[0 Display name

Lidia Holloway
LidiaH@M365x97148389.0nMicrosoft.com

Lynne Robbins
LynneR@M365x97148389.0nMicrosoft.com

o Megan Bowen
MeganB@M365x97148389.OnMicrosoft com
-

MOD Administrator
‘admin@M365x97148389.onmicrosoft.com

Nestor Wilke
NestorW@M365x97148389.0nMicrosoft.com

icrosoft 365 admin center P Search

= Home > Active teams and groups > Add a mail-enabled security group ) Enable Dark mode
(0]
2 © Bssics Add members
&

@ Owners . < . .
G Group members have access to everything the group can access, and will receive email messages sent to the group

email address. By default, they can invite guests to join your group, but they can't edit group settings.
= @ Members
+ Add members

d

O Settings

Add your first group member
O Finish

New members will receive an email when you add them

Back Next Cancel

6. Inthe 'Add members' page shown above, click + Add members.

ggContusu Electronics  Microsoft 365 admin center P search =

Add members

Select up to 20 people to join this group as members. You can add more later from
Active teams & groups.

[ O Search for a name or email address

[0  Display name

Adele Vance
AdeleV@M365x97148389.0nMicrosoft.com

]

Alex Wilber
AlexW@M365x97148389.0nMicrosoft.com

All Employees
Employees@M365x97148389.0nMicrosoft.com

Allan Deyoung
AllanD@M365x97 148389.0nMicrosoft.com

Auto Invite Mia grou
group@M365x97148389.onmicrosoft.com

O

200000

o Bob K.el!y (TAILSP\N)

Add (1) Cancel

7. Select individual members to add to the group or groups, and then click Add.

-71-



CHAPTER 12 Configuring Automatic Invitation of MIA to Teams Meetings NexGen Meeting Insights | Administrator's Guide

Home > Active teams and groups > Add a mail-enabled security group
‘ Add members
@ Basics
@ Owners . g .
Group members have access to everything the group can access, and will receive email messages sent to the group

‘ email address. By default, they can invite guests to join your group, but they can't edit group settings.
@ Members

‘ + Add members
O Settings

‘ D Display name
QO Finish

0 All Employees
Employees@M365x97148389.0nMicrosoft....

8. Make sure the members you selected were added, and then click Next.

s 3Contoso Electronics Microsoft 365 admin center L Search _

= Home > Active teams and groups > Add a mail-enabled security group
il
. .
Q B Edit settings
= | Mail-enabled i
@ Ouners ail-enabled security group
® | Has all the functionality of a distribution list and additionally can be used to control access to OneDrive and
SharePoint.
= @ Members
s | = |
@ Settings Group email address Domains
| | ‘ @‘ M365x97148389.onmicrosoft.com v
O Finish
Communication
‘:‘ Allow people outside of my organization to send email to this Mail-enabled security group

9. Inthe 'Group email address' field, enter a group name, e.g., MIGroup.

Review and finish adding group

Basics

Sl You're almost there - make sure everything looks right before adding your new group.

Mail-enabled security
Edit
Settings

Basics

L]
|
]
|
@ Members Group type
|
o
|
L

Finish Name: Meeting Insights Users
Description: Users that will use Ml

Edit

Owners
MOD Administrator

Edit

Members
All Employees
Edit

Back Create group

10. Click Create group.
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@ Meeting Insights Users group created

It can take up to an hour for Meeting Insights Users group to appear in your Active teams & groups list. If you
don't see your new group yet, go to the Exchange admin center

Next steps

Add another Mail-enabled security group

11. Click Close. View the newly created mail-enabled security group listed in the 'Active teams
and groups' page:

Active teams and groups

Q About Groups &5 Using Teams And SharePoint @ Where to store files

Teams & Microsoft 365 groups Distribution list Security groups S Search all teams and groups

+ Add a security group | Add a mail-enabled security group & Export () Refresh 15 items =

Name T Email Syncstatus  Created on @ Choose columns
D Meeting Insights Users MIGroup@M365x97148389.onmicrosoft.con & February 9, 2024 at 9:07

[J  sg-Engineering : ) November 9, 2023 at 4:4

Next: Configure the 'Auto-Invite' rule as shown here.

Configure an Auto-Invite Rule

After adding a mail-enabled security group as shown previously, admins can configure an 'Auto
Invite' rule from Microsoft's Exchange admin center. Configuring an Exchange rule from
Microsoft 360 admin center involves defining specific conditions, including the message being a
calendar event and containing the text '‘Microsoft Teams meeting'.

> To configure the 'Auto Invite' rule:

1. From the list of admin centers displayed in Microsoft 365 admin center (in which you added
a mail-enabled security group), click Exchange.
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Admin centers
Security
Compliance

Endpoint Manager

O F @ @

|dentity

on

Exchange

SharePoint

: &

Teams

All admin centers

2. In Exchange admin center, navigate to Mail flow > Rules.

an s . ;

&' Contoso Electronics  Exchange admin center P Search (Preview) &7
= Home > Rules 2 Dark mode
@ Home @ DLP policies and DLP-related conditions and actions in Mail flow rules are no longer supported and can no longer be created or edited in the Exchange Admin Center (EAC) or using Exchange Online

PowerShell. We recommend migrating all DLP-related rules to Microsoft Purview DLP in the compliance center as soon as possible. Once you have migrated these rules please delete them here in the EAC or
B Redptts ~ via PowerShell. Learn more: Migrate DLP policies | No DLP-conditions or actions
Mailboxes (@ Office 365 Message Encryption will be retired in July 2023 and replaced by Microsoft Purview Message Encryption. Starting May 2023, all existing rules that use Office 365 Message Encryption will
automatically start using Microsoft Purview Message Encryption. Learn More
Groups
Resources
Rules
Contacts
= N Add, edit, or make other changes to your transport rules. Learn more about transport rules

Message trace

I Rules -+ Add arule Edit Duplicate () Refresh Move up Move down 4items =

Remote domains

Accepted domains Status Rule Priority Stop processing rules  Size (Bytes) Last execution Configuration supp...  Unsupported reason
Connectors

Alerts

Alert policies

S Roles v

3. Inthe Rules page, click + Add a rule.
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New transport rule

@ set rule conditions
C|) Set rule settings set rule conditions

) Review and finish

Name and set conditions for your transport rule

Name *

‘ Auto Invite MIA

Apply this rule if *

‘ The message properties . ‘ | include the message type v + w
The message type is 'Calendaring’ Vi
And

The subject or body - ‘ | subject or bedy includes any of these ... 0]

The subject or body includes any of these words "Microsoft Teams meetings’ or "Microsoft Teams’ Vi

And

The sender - ‘ | is a member of this group v T

The sender is a member of ‘MIGroup@M365x57148389.onmicrosoft.com &

4. Set the following rule conditions using the figure above as reference:

a.

b.

Set a name for the rule, for example, Auto Invite Mia.

From the two Apply this rule if drop-downs, select The message properties and
include the message type respectively. Select Calendaring as the message type.

Click +. From the two And drop-downs, select The subject or body and subject or body
includes any of these words respectively. Enter Microsoft Teams meeting -OR-
Microsoft Teams as the words.

Click +. From the two And drop-downs, select The sender and is a member of this
group respectively. Select the group you created in the previous procedure. In the
figure above, it is MIGroup@M365x97148389.onmicrosoft.com

5. Scroll down and continue setting the rule conditions using the figure below as reference:

a.

From the two Do the following drop-downs, select Apply a disclaimer to the message
and prepend a disclaimer respectively.

i.  For the disclaimer, define any disclaimer your organization requires, for example:
'Disclaimer: The meeting will be recorded".

ii. Select 'Wrap' as the action to fall back to if the disclaimer can't be inserted.

Click +. From the two And drop-downs, select Add recipients and to the To box
respectively. Define the To box email.

From the two Except if drop-downs, select The message and To or Cc box contains this
person respectively. Define the person's email address.
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d. From the two Or drop-downs, select The subject or body and subject matches these
text patterns respectively. Define the text pattern ACanceled:

New transport rule

@ Set rule conditions

O Set rule settings
‘ Do the following *

O Revi d finish Apply a disclaimer to the message ~ | | prepend a disclaimer v —+ T
eview and finis

Prepend ‘Disclaimer: The meeting will be recorded’ and fall back to action "Wrap' if the VY
disclaimer can't be inserted

And

E]

Add recipients v | | to the To box v

Add these recipients to the To box 'mia.Tania-8389@meetinginsights.com’

Except if

The message bl | To or Cc box contains this person ~ + W
The To or Cc box contains ‘mia.Tania-8389@meetinginsights.com’ Vi
Or

The subject or body ~ | subject matches these text pattemns i

The subject matches these text patterns '~ Canceled:’

Next

6. Click Next.
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New transport rule

@ Set rule conditions

® st e ctins Set rule settings

O Review and finish

Set settings for your transport rule

Rule mode

@ Enforce

O Test with Policy Tips

O Test without Policy Tips

Severity *

‘ Not specified ~

D Activate this rule on

2/9/2024 B - 400PM
D Deactivate this rule on
2/9/2024 =] - 400PM

D Stop procesJ Back L Next

7. Set the rule settings as follows:
a. Leave 'Rule mode' at its default Enforce.

b. For the 'Severity' level drop-down, optionally leave this filter at Not specified or set it
according to your organizational requirements (to make the reports easier to use).

c. Select 'Activate this rule on' and set it to take effect immediately.
d. From the 'Match sender address in message' drop-down, select Header.

8. Click Next.
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New transport rule X

@ Set rule conditions

e Review and finish

@ Review and finish

After your finish creating this rule, it is turned off by default until you turn it on from the Rules page

Rule name
Auto Invite Mia

Rule comments

Rule conditions Rule settings
Apply this rule if Mode
The message type is 'Calendaring’ Enforce
The subject or body includes any of these
words 'Microsoft Teams meeting’ Set date range
The sender is a member Specific date range is not set
of 'MIGroup@M365x97148389.onmicrosoft.com’
Priority
Do the following 4 L
Prepend ‘Disclaimer: The meeting will be recorded’
and fall back to action "Wrap' Severity
if the disclaimer can't be inserted Not specified
Add these recipients to the To box 'mia.Tania-
SSSE)@meeﬁngiTlohts.com' For rule processing errors
v
Except if Ignore

9. Make sure all settings are configured as described until now, and then click Finish.

New transport rule

@ Set rule conditions

@ Transport rule created successfully

@ Set rule settings

@ Review and finish

10. Make sure the newly configured rule (‘Auto Invite Mia' in the example below) is listed in
Exchange admin center.

&3 Contoso Electronics  Exchange admin center £ Search (Preview)

@ DLP policies and DLP-related conditions and actions in Mail flow rules are no longer supported and can no longer be created or edited in the Exchange Admin Center (EAC) or using Exchange Online
PowerShell. We recommend migrating all DLP-related rules to Microsoft Purview DLP in the compliance center s soon as possible. Once you have migrated these rules please delete them here in the EAC or

@ Home via PowerShell. Learn more: Migrate DLP policies | No DLP-conditions or actions
R Recipients A @ Office 365 Message Encryption will be retired in July 2023 and replaced by Microsoft Purview Message Encryption. Starting May 2023, all existing rules that use Office 365 Message Encryption will
automatically start using Microsoft Purview Message Encryption. Learn More
Mailboxes
Groups Rules
Resources
P Add, edit, or make other changes to your transport rules. Learn more about transport rules
= Mail flow ~
Message trace +Addarule ZEdit [ Duplicate [i] Delete () Refresh ~ Move up Move down Sitems 1 selected X =
1 Rules @ No last execution data available at this time X
Remote domains
Accepted domains
Status Rule Priority Stop processing rules  Size (Bytes) Last execution Configuration supp. Unsupported reason
Connectors
Alerts Enabled Protect with OMEv2 0 X 477 v
Aleiibalices Disabled Moderation for Lidia .. 1 X 524 v
Aa Roles v
(O  Disabled Signature for LidiaH... 2 o L v
G Migration
Disabled Company Email Discl... 3 X 642 v
df  Mobile v
©  Disabled Auto Invite Mia 4 54 980 v

11. Enable the rule.
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= Home > Rules o X
@ Home @ DLP policies and DLP-related conditions and actions in Mail flow rules are no longer supported and cannolor - Auto Invite Mia
PowerShell. We recommend migrating 2ll DLP-related rules to Microsoft Purview DLP in the compliance centel i . .
R Recipients A via PowerShell. Learn more: Migrate DLP policies | No DLP-conditions or actions [ Edit rule conditions  $83 Edit rule settings
Mailboxes @ office 365 Message Encryption will be retired in July 2023 and replaced by Microsoft Purview Message Encryp Status: Enabled
automatically start using Microsoft Purview Message Encryption. Learn More
Groups
Enable or disable rule
e Rules @ o
Contacts
5 Add, edit, or make other changes to your transport rules. Learn more about transport rules © Rule stptus updated successfully X
= Mail flow ~ v gestoy P s il
Rule settings
Message trace
9 Rule name Mode
Rules +Addarule & Edit [ Duplicate [i Delete ()Refresh ~\Moveup  Movedown  AutoInvite Mia Enforce

RET e TS © Nolast execution data available at this time. Severity Sebte g
Accepted domains Not specified Specific date range s not set
Connectors Senders address Priority
Status. Rule Priority Stop processing rules S Matching Header 4
Alerts
Alert policies Enabled Protect with OMEv2 0 X 4 Forrule processing errors
Ignore
S Roles N2 Disabled Moderation for Lidia... 1 X £
G Migation Disabled Signature for LidiaH.. 2 X 4 Rule description
a  Mobile v Apply this rule if

Disabled Company Email Discl. 3 X €

It's recommended to enable MIA automatic invite for all users by default. Users who
don't want to record a meeting can either pause the recording or remove MIA
participants from the meeting.

Next: Test the rule as shown here.

Test the Rule
& it takes up to 30 minutes for the MIA 'Auto-Invite' rule to take effect.

Admins can test the MIA 'Auto-Invite' rule to make sure it functions according to expectations.

> Test the MIA 'Auto-Invite' rule:

1. Login to the admin's Teams app, open the Calendar and then click + New meeting.

2. Enter atile for the meeting, for example, 'MIA Auto Rule - Test', and then add required
attendees.

New meeting Details Scheduling Assistant m Close

Show as: Busy ' Category: None ' Time zone: (UTC-05:00) Eastern Time (US & Canada) \~ Response options Require registration: None £33 Options

?
Y Mia Auto Rule - Test Who can bypass the lobby?

People in my org and guests v
o Adele Vance Elgr  Alex Wilber
% !a x -& x + Optional
G o Record automatically @
©  2/9/2024 430PM v —  2/9/2024 500PM v 30m @  Alldy
More options
Suggested: No suggestions available.
@  Doesnotrepeat v

©  Add channel

©  Add location Online meeting @D

B 7 U S IV & M Pamguph v | = oZ =

99

i
&
\5
0

Type details for this new meeting

B | Add an agenda others can edit

3. Click the Send button; the rule kicks in.
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4. In Outlook, make sure the invitation arrived and that MIA was invited.

Managing the Lobby for Teams Meetings

Admin can use the 'Meeting join and lobby' settings in Microsoft Teams admin center (TAC) to
manage people joining meetings and to manage the lobby for Teams meetings. Configuration of

'Meeting join and lobby' is part of the meeting policy which takes effect on the meetings of
users who are assigned to the policy.

& [Refer to the figure below]
e When the meeting policy settings indicated in green (below) are configured, MIA
will bypass the meeting lobby of users assigned to this policy.
e When the meeting policy settings indicated in red (below) are configured, MIA will
be routed to the meeting lobby of the users assigned to this policy.

Meeting join & lobby ~

Meeting join and lobby settings let you control how people join meetings and allow you to manage the lobby for Teams meetings.
Learn more about meeting join and lobby settings

Anonymous users can join a meeting (3

Find related settings at Meetings > Live events policies O On
and Meetings > Meeting settings

Anonymous users and dial-in callers can start a

s © ) off
meeting (O
Whe can bypass the lobby (&) People in my org w
People dialing in can bypass the lobby @ Everyone

People in my org and guests
People can join external meetings hosted by (O

People in my org, trusted orgs, and guests

Meeting engagement People in my org -

. . Only organizers and co-organizers
Meeting engagement settings let you control how people s

People who were invited

Meeting chat ()
g - On for everyone £
Find related settings at Messaging > Messaging policies

External meeting chat (O () On

Save Cancel
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Producing Power Bl Analytics Usage Reports

Admin can integrate Meeting Insights Analytics Dashboard into their Microsoft Power Business
Intelligence (BI).

The following links show how to

1. Enable Power Bl integration in Meeting Insights (see here)
2. Install | configure Power Bl (see here)

3. Determine usage statistics from reports (see here)

4. Disable Power Bl integration (see here)

Enabling Power Bl Integration in Meeting Insights

The instructions below show admin how to enable Power Bl integration in Meeting Insights.

& e Admin will view the integration only if it is enabled for their application.
e [fyoudon't have it and you want to have it, contact the Service Provider.

> To enable Power Bl integration in Meeting Insights:

1. In Meeting Insights, open the Integrations page.

QCoudiocodes ~ 1meetinginsights Tynewmi & & 7 GoodMoming @ v

85 Dashboard Admin Settings Integrations ©

A Al meetings
Send To Planner )

0 your Power Bl platform, follow these steps:

0 your Power 81 platform

R settings

%3 Admin mode

NexGen Meeting Insights | Administrator's Guide

2. Slide the switch indicated in the preceding figure to ON.
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QCoudiocodes  imeetinginsights Tynewmi & & 7 GoodMoming @ v

08 Dashboard Admin Settings Integrations ©

System Settings v Meeting insights - Enable Integrations With External Platforms

9 insigl o Power BI )
A Allmeetings
Send To Planner °
To integrate the Meeting Insights Dashboard into your Power Bl platform, follow these steps
& ens Py 1. Download Power Bl ile and upload the file into your Power BI platform
Download
2. Set credentials below in the provided Semantic model's settings.
License Management Copy Data Set Access User Name i
Copy Data Set Acc vord R

! 3 nded tic model. You can assign user

Al Settings. Dir
|8 Glossary

Anonymization
o

Monitoring

Help Center
£ settings

By acmin mode

3. Click the Download button shown in the preceding figure to download the Power Bl report
file (.pbix) and upload it to your Power Bl platform.

4. Copy the credentials and then see step 5 here for further instructions.

Installing | Configuring Power Bl Analytics

The procedure described here shows how to install | configure Meeting Insights Power BI
Analytics.

Prerequisites

e Office 365 E5 customer account or any Office 365 licensed account with an
individual Power Bl Pro license attached.

e One Power Bl Pro license is included with Microsoft E5 license.

> Toinstall | configure Power BI:

1. Sign in to the Microsoft Power Bl portal at https://app.powerbi.com/
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Power Bl Audiocodes f'.."llll,'1_il'||_; |."|L.i|__;|'|['-.

ks

d “+ New workspace

2. Click + New workspace.
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Create a workspace

Name

Meetinglnsights PBI

}-\vailable

Description

Domain (preview)

Learn more about workspace settings

Workspace image

Advanced

Apply Cancel

3. Enter a name for the new workspace and click Apply.

4. |Install the Power Bl report file (.pbix) that you downloaded using the Integrations page in
Meeting Insights as shown in step 3 here.
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Power Bl A s Meeting Insights

Audiocodes Meeting Insights

New . Upload

Downloads

Name

Today

. CustomerReport.pbix

5. Use the following figures as reference to set credentials for the report. Copy the credentials
using the Integrations page shown here.

+ New $ Upload BB Create app 2% Manage access f:" Workspace settings
B Mame Type Owner
I CustomerReport Report My Plan
CustomerReport Semantic model My Plan
@ CustomerReport.pbix Dashboard My Plan
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|@  CustomerReportpbix

+ New - T Upload ~ B8 Create app 22 Manage access £87 Workspace settings
O Name Type Owner
) ~ CustomerReport Report My Plan
| 7 CustomerReport B - Semantic model My Plan

Explore this data (preview) My Plan

Analyze in Excel
Create report
Auto-create report
Create paginated report
Delate

Get quick insights
Security

Rename

Open data model
Settings

Download this file
Manage permissions

View lineage

General Dazhbeards

Custamer Report

Semantic models Warkbooks Dataflews App

Settings for CustomerRepaort

Ay SeMantic Mods] 1

This semantc maooel has besn configuned by JSOoHNE R CConder oo
Bafrash history

4 Semantic model description

Diascrive the comtents of this pemantic model,

0 cracactens it

Gateway and cloud connections

2 Data source credentials

{2 Failed to test the connection to your data source. Please retry your credentials. Leam more

CUSLOMTS -POWSESUICS QLA atabase WINTOWE et QIEE:LENELEILEI how in braaos vy ©
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Configure CustomerReport

Authentication method

Basic v

Privacy level setting for this data source

Organizational v

Report viewers can only access this data source with
their own Power Bl identities using

DirectQuery. Learn more

6. [Recommended] Set a daily refresh schedule for the Semantic model. You can assign user
access via the Direct access option under 'Manage permissions'.

onfigure a refresh schedule

Time zone

(UTC

Time

i‘l_-:]ll r!fll::l'.hl"[ time

Send refresh failure notifications to

7. Go back to the Workspaces page and click Refresh now in the 'Semantic model' item.
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Using Reports to Determine Product Usage Statistics

After Meeting Insights is integrated with Microsoft's Power Business Intelligence (Bl),
administrators and/or management can create business analytics reports showing how and to
what extent users in the enterprise are engaging with Meeting Insights and its features.

The figure below shows a Usability Dashboard report.

[ Last Refreshed
04/03/2024 11:20:59

1.23.11.05

01/01/2023 [2  04/03/2024 [

Total Meeting With Al Vs. Without Al
® Al Analyzed ® Not Analyzed

Meeting Insights Usability Dashboard

meetinginsights

Total Meeting Insights User Table-Al Analyzed/Not Analyzed

41233 @Al Analyzed @Not Analyzed

4012

Meeting With Al &«

8674

Meeting Without Al
32559 LS

Users

1309

Owners

633

Owners MEETINGS BY OWNERS

341
341

200

January

February

361

March

466

450
3
479

444

471

517

40

300

224

Owner

Meetings Hours
-

355

1489
837
821
T34
715
617
584
374
349
324
463

1293
538
432
419
513

Total

41233

The Usability Dashboard report can give administrators and/or management an
indication of the value proposition of Meeting Insights and its key feature, Al.

e The report's statistics and graphs show admin the extent to which and the depth
at which users are using the application and its key feature, Al.

e Thereportis generated in an admin-friendly Microsoft Power Bl template.

[Refer to the preceding figure] Admin can assess at a glance how many meetings with Meeting
Insights in total were held in the enterprise over a period of time defined in the uppermost left
corner of the page. Admin can moreover assess how many of those meetings were analyzed
using Al, versus how many were not. Admin can quickly see furthermore how many analyses
were run by users after meetings, versus how many analyses were run by owners.

Admin can view these statistics per user in the User Table-Al Analyzed/Not Analyzed pane on
the right side of the page. The pane presents an ordered list of users, the # of meetings each
user had in the defined period, and the # of hours each user spent in meetings.

The Meetings by Owners pane below it presents how many meetings each owner held and how
many hours each owner spent in meetings. The pane also shows the total # of meetings held by
all owners and the total # of hours that were spent in meetings by all owners.

The figure below shows a Meetings report.
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01/07/2023 I 04/03/2024 [0 " Meeting Playbacks A\g:rficcri]:::!l;d AVG of Participants
O——m——0 Meetings 4123K 6587 716 622
MEETINGS VS. PLAYBACKS AVG SCHEDULED VS. AVG PARTICIPANTS
®Meetings @Playbacks @ Avg Scheduled Participants @ Avg.Participants
~ 10310
2 = 10K 8 2 o4 70 71
2
) 144 6 68 54
a 7700
2 6418 54 54
» K 4
=3
=
@ 1707 5 2
2 1284 1415 919
1262 ox 5
2023 Qtr 1 2023Qtr 2 2023 Qtr 3 2023Qtr 4 2024 Qtr 1 2023 Qir 1 2023 Qtr2 2023Qtr3 2023Qtrd 2024 Qtr 1
MEETINGS OVER TIME BY POST MEETING ACCESS PLAYBACK OF MEETING BY OWNER
@ Not Accessed @ Accessed Post Meeting ®% of Accessed Post Meeting Owner Meetings Plays
o 10310 o 346601
10K N 96 234
36 8
40%
P 1
codes.com 26 249
" A 52 50
20%
E 309 582
Bk @ sk % 16
alarv @ m 1 1
oK 0%
2023Qtr 1 2023 Qir 2 2023Qr 3 2023Qir 4 2024 Qe 1 Total 41233 489942

[Refer to the preceding figure] Admin can quickly gauge the depth at which users | owners
engaged with the product over a period of time defined in the uppermost left corner of the
page. The Meetings vs. Playbacks graph shows the # of meetings that were held in the
organization vs. the # of playbacks that were run. If, for example, the playback feature was
hardly taken advantage of (indicated by a significant gap between the Meetings and Playbacks
curves as shown in the graph in the preceding figure), this can indicate that users | owners tend
to use the product superficially, without playing back meetings. If, by contrast, the playback
feature was taken maximum advantage of (the two curves both show high usage), it indicates
that users | owners took good advantage of it. The graph therefore demonstrates feature
effectiveness.

The Average Scheduled vs. Average Participants graph shows the # of invitees that were
invited to meetings vs. the # of invitees that actively participated in those meetings. These
statistics demonstrate product effectiveness, helping administrators and/or management
assess whether they're getting a return (usage) from their investment.

The graph Meetings over Time by Post Meeting Access shows admin the # and % of users who
accessed recordings of meetings after they ended, over time. This graph too demonstrates
product effectiveness and the extent to which users are taking advantage of Meeting Insights'
features.

The graph Playback of Meeting by Owner shows the extent to which Meeting Insight's
playback feature was taken advantage of by meeting owners. The graph shows the behavior per
owner as well all owners in total. Admin can at a glance determine:

B the # of owners vs. the # of playbacks run by them

M the # of meetings each owner had vs. the # of playbacks run by each

The figure below shows an Al Summary report.
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[Refer to the preceding figure] Admin can use this report to quickly determine Al Summary
usage globally and per external | internal user, over a period of time. The report can give
administrators and/or management an indication of the benefit Meeting Insights' Al Summary
feature is providing the organization.

The report's title bar enables admin to quickly determine global statistics for Al Summary (from
[-r):

B % Al Summary from Meeting Insights shows the % of meetings in which the Al Summary
feature was used. In the preceding example, the Al Summary feature was used in 21% of all
meetings held during the period.

B Meeting Insights - Meetings shows how many Meeting Insights meetings were held over
the period. In the preceding example, 41233 meetings were held.

B Al Summary Meetings shows for how many Meeting Insights meetings the Al Summary
feature was used. In the preceding example, the feature was used for 8762 meetings.

B External shows the # of external meetings each user had with Meeting Insights over the
period. In the preceding example, all users had 15531 external meetings with Meeting
Insights.

B Internal shows the # of internal meetings each user had with Meeting Insights over the
period. In the preceding example, all users had 25702 internal meetings with Meeting
Insights.

The report's main pane enables admin to determine Al Summary usage statistics per user in the
following columns (from I-r):

B Total Meetings shows the total # of meetings each user had with Meeting Insights over the
period. The column can be ordered from most meetings to least meetings, or from least to
most. Admin can easily determine which user in the organization had the most meetings
using Meeting Insights, and who had the least.
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External shows the # of external meetings the user had with Meeting Insights. The column
can be ordered from most to least, or from least to most. Admin can easily determine
which user had the most external meetings with Meeting Insights, and which user had the
least.

Internal shows the # of internal meetings the user had with Meeting Insights. The column
can be ordered from most to least, or from least to most. Admin can easily determine
which user had the most internal meetings, and which user the least.

Al Summary shows the # of meetings for which Al was triggered (relative to the total # of
meetings that were held over the period).

% Al by Ml shows the % of meetings for which an Al Summary was generated, per user.
Admin can use the statistic to determine the extent to which each user used the feature
over the period.

Al Exported shows how many times Al was exported over the period by anyone who had
access.

e Each column also displays global usage.
v % Al by MI column displays the total percentage.
v All other columns display the total number.

The report's %GT of Edited by User pane enables admin to determine per user the % of edits
they performed relative to the number of meetings they had. This too can serve as an

indication of the:

extent to which and depth at which each user is engaging with the app's edit feature
app's value proposition in terms of the edit feature
app's ROl in terms of the edit feature

benefit the organization is deriving from the service

The report's Edited Al Insights pane enables admin to determine editing patterns. In the
preceding example, 2% of edits were made on bullets and 2% on the summary. Action Items,

for example, were not edited at all. These patterns too can serve as an indication of the:

extent to which and depth at which users are engaging with the app
app's value proposition
app's ROI

benefit the organization derives from the service

Disabling Power Bl Integration

Admin can optionally disable Microsoft's Power Business Intelligence (Bl) Analytics in Meeting

Insights.
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> To disable Power Bl in Meeting Insights:

1. In Meeting Insights, open the Integrations page.

2. Slide the Power Bl switch to OFF; the following notification is displayed:

A\ Disable Power Bl integration

Disabling Power Bl integration will result in the loss of access to the Meeting Insights
Analytics Dashboard. Click 'Disable’ to proceed or 'Cancel’ to keep the integration enabled.

Cancel DISAB

3. Click DISABLE.
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14 Enabling Actionable Recap Emails

Admins can enable recipients of Action Items emails to set the status to "Done" in the email (by
clicking the DONE button) by creating a new Outlook Office provider.

> To create a new Outlook Office provider:

1. Go to https://aka.ms/publishoam.

2. Login with the Teams Tenant admin that belongs to the same Tenant as the users to whom
the meeting recordings will be sent; the following appears:

Actionable Email Developer Dashboard _ Pepmaen rotworting!

() Mew Provider

3. Click New Provider; the following appears:
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Actionable Email Developer Dashboard

(© Back

1. New Provider

Friendly Name *

Flease enter a name for provider

Provider Id {originator)

11ed39bc-efd3-4a20-8ba1-fleeb2aTcela

Organization Info

AudioCodes Ltd. (ai-logix.net){(ad41d6c3-6710-47cc-9de3-e07Td185¢1ci

Sender email address from which actionable emails will originate *
expense-notification@contoso.com .

Add ancther email address

Target URLs *
(HTTPS URLs which will be invoked by the actions from the message card. Regex can be used to club mutiple URLs)

hitps:/fwww.api.contoso.com/ or regex-hitps://.+\.contoso\.com/ .

Add another actions URL

Public Key

(Provide your own public key if you want to send signed card payloads)
<RSAKeyValue>.. </RSAKeyValue> (]

Add another public key

Logo

Logo must be of type .png, Jpg or .gif and no greater than 60 kb

2. Scope of submission

'Who are you enabling this for? *

O Test Users (Test your provider on users from same tenant, auto-approved)

® Organization (You will be submitting this request to your organization's Exchange administrators

O Global (Please note that rollout takes 2 weeks after this submission is approved)

3. Additional Information
Email addresses of other people who should be notified.
expense-notification@contoso.com .

Add another email address

Comments

Any additional detail for your administrator to easily approve this
request.

[} accept the terms and conditions of the App Developer Agresment
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4. Under the New Provider group, fill in the following fields:
e 'Friendly Name': Enter any name for the provider (e.g., "be304qf4BE").

e 'Provider Id": (Read-only) This value is automatically generated. Please provide it to
AudioCodes.

e 'Sender email address from which actionable emails will originate': Enter MIA's email
address (provided by AudioCodes) from where Action Items emails will originate.

e 'Target URLs'": Enter the URL (provided by AudioCodes) that is invoked when users click
DONE in Action Items emails.

5. Under the Scope of submission group, select the Organization option.

6. Under the Additional information group, enter the email addresses of other people who
should be notified, and then type a message for this email notification.

7. Accept the terms of use, and then click Save.
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15 About Meeting Insights Data Security

Make sure security products in your network (like Firewall) don't interfere with
Meeting Insights' correct operation; add the service FQDN and IP address to the
appropriate whitelists, to be exempt from scanning and manipulation.

Encryption - at rest (256-bit AES) and at transit (256-bit SSL/TLS)

Authentication - Microsoft Azure SSO

Azure Open Al Data privacy - No data is used to train LLM (Azure Open Al security)
GDPR, CCPA, CPRA - Compliant

Retention policy - Automatic data retention policy per customer's configuration
App user activities - Audit trail of user activities

Development - Secured software development practices according to OWASP
ISO-27001 and ISO27032 - Certified

Data security

e Encrypted at rest (disk and storage encryption)

e Encrypted in transit, HTTPs connections

Platform/Hosting security

e Azure subscription following MSFT Security and Compliance recommendation
Application security

e Managed identity intercomponent authentication

e Imperva Incapsula — web application security, DDoS mitigation, and more
Authentication

e Azure Active Directory, Teams SSO
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